DNP

559 RD—o0— REF1UF+
)= N5 : 3AOSI RTONA S DEF1 UT 1 HEELE:

SEE 5D ROEF21UFT < (CEATD 5ESY —XDFEETY. /(-1 TE 5D REDT
—O0—-RIEHUT, EOLDCEFI VT BBRERE L. @722 bO—I/LZTOINZTBITUE
LTz NS RADEMN Tz 2 U5+ BBE(E, RITR (OER 2R (TARA U THIS LR S IE IR
BERSLT<NDTELZRTEF UL, COHIRESESBERATEINEDINE 5D RRAFT1T
WM — RIK=F 1 NMCHhHIDS5T, TF1UFT O bO—-IILEZDREZZIET DY I1—-23>(C
MO TUVET,

INBDY—ILZLD L<EBRETDHIC, FIEETIE 3XISDVR-U—EX - TJO/NAF-Tdh
2 AWS, Azure. GCPHRMtI DT FRtEF1UT v - VU1 —>3>ZBNMULELE.

AU —XDERAREITE. EvI 3MEHI DI bO—IILZERUET. NICKD. BRBII5D
RCERENBDD—00O0—-RICHTBDISTTReFa1USTBREERT DRC. SELLRDIBEREZD
XETRBDITENTEFT.

O59RtEF1VFsa>bO-NEHASFTY
OS5I ROT—I0O0— RICELELEF VT HBEEEATDEHIC, LTOLSICLWDHhnI> ~
O—JLAEESNTULED,

- Ry NID—=DOtFaYU5~

- fEssIEER

- SHALE KV Linux OBHERBEEZBERZITIORI—I0-RMRETSY T4 —A
(CWPP)

- 5D REF1UTARAF v —EIE (CSPM)

- SIEM #gE

OO RIJ—o0-REF21UF+ /I—-hK5 1/5 ©2021 Dai Nippon Printing Co., Ltd. All Rights Reserved.



- TOMMOBEARA] - BEEfRt%RE

CNBDEF2 VT [MEROFFRICDOWNTIE /=K1 EZSBLTIIZE,

cNsod> bO—J)LDOXER (. AWS, Azure. GCP DA T+« JH—EXRZFE> TEETEFET,
S>294LATOFTT232A° Linux DBBIRFIRE, H—RI\—F1 DY U 1—> 3> TRHMRTE D
BEBVLW<DNMHDFET, UTTE O bO-IILSECETNENDIS ORI SY NI A —LDHEEZ L

BUET.

H—EXDFMICDVTIE., D> —XD AWS, Azure, GCP [CDWTHEHELEZNTEND/\— b

SRSV,

v hI9—D

J>kO-)b

& (Aws)

/\ (Azure) &S (Gep)

RY NI ITAF—23>

(VPC)

ARBTSANR— KIS DIR

ARERY RD—T (WNet) - RETSANR—RISTIR
- Ry RD—otF2UF ()L (VPC)

-EFaUFAOI-TERY ED —T(NSG) < IJ7AT7IA—=)LIL—IL

—OF70EX3> ~O-JILUR K - 7TUG—23>F1 U5+ - A>FTFOxRY hDJ—25R

(kv RD—2ACL)

D)L~ (ASG) U —

s Azure I 7 A7 oA =)L

Web7 T Us—2 3> 5747  AWS WAF - Azure WAF - Google Cloud Armor
oA=L
DDoSfRsE - AWS Shield - Azure DDoS protection - Google Cloud Armor

K1 Ry ~I=TOtF21YUFT« 0> bO—)LOEEELLE

IS REFIVUFADIRAFVEH (CSPM)

a>krO-)b

& (Aws)

Z\ (pzure) &Y (Gep)

CSPM
(VMPPT—HR— 2R EDTS™
RO—p0O—-RictFa1UF1 5%
EET, EFIUTAR—25
A2 (CHTBT—I0— ROIREE
EERTD)

- AWS Config
- Amazon Inspector

- AWS Security Hub

- AWS Audit Manager

- Azure Security Center

- Security Command

Center

£ 2 CSPM O hO—JLDHEELLER

OS5I RD—oO0-RreFaUs~

J{—hK5

2/5

©2021 Dai Nippon Printing Co., Ltd. All Rights Reserved.


https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-overview
https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview
https://azure.microsoft.com/en-in/blog/applicationsecuritygroups/
https://docs.microsoft.com/en-us/azure/firewall/
https://cloud.google.com/vpc
https://cloud.google.com/vpc/docs/firewalls
https://cloud.google.com/kubernetes-engine/docs/tutorials/network-policy
https://cloud.google.com/kubernetes-engine/docs/tutorials/network-policy
https://aws.amazon.com/waf/
https://docs.microsoft.com/en-us/azure/web-application-firewall/
https://cloud.google.com/armor
https://aws.amazon.com/shield/
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://cloud.google.com/armor
https://aws.amazon.com/config/
https://aws.amazon.com/inspector/
https://aws.amazon.com/inspector/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/jp/audit-manager/
https://docs.microsoft.com/en-in/azure/security-center/
https://cloud.google.com/security-command-center/
https://cloud.google.com/security-command-center/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.microsoft.com/en-us/azure/automation/update-management/update-mgmt-overview
https://docs.microsoft.com/en-us/azure/automation/update-management/update-mgmt-overview
https://cloud.google.com/compute/docs/os-patch-management
https://cloud.google.com/compute/docs/os-patch-management
https://aws.amazon.com/inspector/
https://docs.microsoft.com/en-us/azure/security-center/deploy-vulnerability-assessment-vm
https://docs.microsoft.com/en-us/azure/security-center/deploy-vulnerability-assessment-vm
https://docs.microsoft.com/en-us/azure/security-center/deploy-vulnerability-assessment-vm
https://cloud.google.com/blog/products/identity-security/web-application-vulnerability-scans-for-gke-and-compute-engine-are-generally-available
http://www.intezer.com/intezer-protect
https://docs.microsoft.com/en-us/azure/security-center/security-center-wdatp
https://cloud.google.com/shielded-vm
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.microsoft.com/en-us/azure/security-center/defender-for-container-registries-introduction
https://docs.microsoft.com/en-us/azure/security-center/defender-for-container-registries-introduction
https://docs.microsoft.com/en-us/azure/security-center/defender-for-container-registries-introduction
https://cloud.google.com/container-registry/docs/vulnerability-scanning
https://cloud.google.com/container-registry/docs/vulnerability-scanning
https://cloud.google.com/container-registry/docs/vulnerability-scanning
https://docs.microsoft.com/en-us/azure/security-center/container-security#run-time-protection-for-aks-nodes-and-clusters
https://docs.microsoft.com/en-us/azure/security-center/container-security#run-time-protection-for-aks-nodes-and-clusters
https://docs.microsoft.com/en-us/azure/security-center/container-security#run-time-protection-for-aks-nodes-and-clusters
https://cloud.google.com/binary-authorization
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.microsoft.com/en-us/azure/sentinel/overview
https://cloud.google.com/blog/products/identity-security/introducing-chronicle-detect-from-google-cloud
https://cloud.google.com/blog/products/identity-security/introducing-chronicle-detect-from-google-cloud
https://aws.amazon.com/jp/guardduty/
https://aws.amazon.com/jp/detective/
https://docs.microsoft.com/en-us/azure/security-center/azure-defender#azure-defender-advanced-protection-capabilities
https://docs.microsoft.com/en-us/azure/security-center/azure-defender#azure-defender-advanced-protection-capabilities
https://cloud.google.com/security-command-center/docs/how-to-use-event-threat-detection
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/activity-log
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-reports
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-overview
https://cloud.google.com/security-command-center/docs/how-to-use-event-threat-detection
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Intezer White Paper

Security Features of the Big 3 Cloud Providers
https://www.intezer.com/resources/whitepaper/security-features-of-the-big-3-comparison/
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